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1. Uluslararasi Saghikta Bilisim ve Bilgi Giivenliji Kongresi

BILIMSEL KURUL

Prof. Dr. Seval AKGUN, Bilimsel Kurul Baskani, Saglik Akademisyenleri Dernegi Baskani, St. John International
Universitesi ITALYA, Baskent Universitesi Hastaneleri ve Bagh Saglik Kuruluslari Kalite Koordinatérii, TURKIYE
Av. Giirbiiz YUKSEL, Kongre Baskani, T.C. Saglik Bakanligi, Bakanlik Musaviri, Saglik Bilgi Sistemleri Genel
Miidirltgi Hukuk Koordinatéri, TURKIYE

Prof. Dr. Al AL-ASSAF, Amerika Saglikta Kalite Enstitiisii, Oklahoma Universitesi Onursal Profesér, ABD
Prof. Dr. Allen C. MEADORS, St. John International Universitesi, Sansélye, AB.D

Prof. Dr. GCagatay Giiler, Hacettepe Universitesi Tip Fakiiltesi, TURKIYE

Prof. Dr. Hesham NEGM, Cairo University, School of Medicine, EGYPT

Prof. Dr. Hiisamettin GUL, Baskan, Giilhane Askeri Tip Akademisi, Tip Bilisimi Anabilim Dali, TURKIYE
Prof. Dr. ismail USTEL Serbest danisman, TURKIYE

Prof. Dr. K. R. Nayar, Sosyal Tip Ve Toplum Saghgi Merkezi, Jawaharlal Nehru University, YENI DELHI,
HINDISTAN

Prof. Dr. Kemal TURHAN, Karadeniz Teknik Universitesi, Tip Fakiiltesi Temel Tip Bilimleri, Biyoistatistik ve
Tip Bilisimi Anabilim Dali, TURKIYE

Prof. Dr. Martin Rusnak Uluslararasi Nerotravma Arastirma Organizayonu Direktor(, / Avusturya

Prof. Dr. Mustafa Kemal BALCI, Akdeniz Universitesi Tip Fakiiltesi, TURKIYE

Prof. Dr. Nevzat KAHVECI, Uludag Universitesi Fizyoloji A.D., TURKIYE

Prof. Dr. Oliver Razum, Dekan, Bielefeld Universitesi Halk Saghgi Okulu, AlImanya

Prof. Dr. Rashid Bin Khalfan Al-Abri, Kalite ve Gelisim B&liim Baskani, Sultan Qaboos Universitesi, UMMAN
SULTANLIGI

Prof. Dr. Tayfun AYBEK, TOBB ETU Hastanesi, TURKIYE

Prof. Dr. Theda Borde, Rektor, Alice Salamon Universitesi, Berlin, ALMANYA

Prof. Dr. Viera Rusnakova, Slovak Tip Universitesi Halk Saglig1 Fakiiltesi Tibbi Bilim B&liim Bagkan, Slovakya
Prof. Dr. Yannis Skalkidis, Atina Universitesi, Tip Fakiiltesi Tibbi Dékiimantasyon ve Kalite Birimi,
YUNANISTAN

Prof. Dr. ilyas GIGEKLI, Hacettepe Universitesi, Bilisim Enstitlisii, TURKIYE

Yrd. Dog. Dr. Mustafa ERKAN, Marmara Universitesi Hukuk Fakiiltesi, Milletlerarasi Ozel Hukuk Abd, TURKIYE
Yrd. Dog. Dr. Ahmed Al-Kuwaiti, Baskan, Dammam Universitesi Saglik ve Egitimde Kalite ve Akreditasyon
Departmani, Dammam Universitesi, SUUDi ARABISTAN

Yrd. Dog. Dr. Erdem ilker MUTLU, Hacettepe Universitesi Hukuk Fakiiltesi, TOURKIYE

Yrd. Dog. Dr. Ahmet B. CAN, Hacettepe Universitesi, Bilgisayar Miihendisligi Boliimii, TURKIYE

Yrd. Dog. Dr. Ayca TARHAN, Hacettepe Universitesi, Bilgisayar Miihendisligi Bélimi, TURKIYE

Yrd. Dog. Dr. Birkan TAPAN, istanbul Bilim Universitesi, TURKIYE

Yrd. Dog. Dr. D. Cem DiKMEN, Uluslararasi Kibris Universitesi S.H.M.Y.O.Muidiirt, KIBRIS

Yrd. Dog. Dr. Giirbiiz AKCAY, Mugla Sitki Kogman Universitesi, Genel ve Cocuk Cerrahisi Abd, TURKIYE
Yrd. Dog. Dr. ismail YILDIZ, Dicle Universitesi, Bioistatistik Anabilim Dali, TURKIYE

Yrd. Dog. Dr. Murat AYDOS, Hacettepe Universitesi, Bilisim Enstitiisii, TURKIYE

Yrd. Dog. Dr. Yegim Aydin SON, ODTU, Baskan, Saglik informasyonu Bsliimii, Ankara, TURKIYE

Dr. Adem SEZEN, istanbul Bilim Universitesi, TURKIYE

Dr. Dina BAURODI, Anesteziyoloji, Kalite ve Hasta Glivenligi Departmanlari Berlin, ALMANYA

Dr. Ergin Soysal, Arastirmaci, Teksas Universitesi, Houston Bilim Merkezi, ABD

Dr. Khaled AL-HUSSEIN Suudi Arabistan, ilag ve Eczacilik Boliim Direktorii, Saghk Bakanligi, SUUDI
ARABISTAN

Dr. Khalid Eskander, Suudi Arabistan Saglik Bakanligi/ Saudi Babtain cardiac Center Bashekimi, SUUDI
ARABISTAN

Dr. Maimunah HAMID Saglik Bakanligi, Kuala Lampur, MALEZYA

Dr. Semsettin VAROL, GATA SAMYO, Ogretim Gorevlisi, TURKIYE

Uzm. Ali ARSLANOGLU, Uluslararasi Kalite Uzmani, T.C. Saglik Bakanligi, TURKIYE

Uzm. Fatih ORHAN, Ogretim Gérevlisi, SBU Giilhane Saglik Meslek Yiiksekokulu, TURKIYE



1. Vluslararass Saglikta Bilisim ve Gilivenligi Kongresi

KONGLE PROGCRAMI

19 Ekim 2016 — Carsamba

13:00 Kayit ve Otele Yerlesme

18:00-21:0  Resmi Aglilig, Hosgeldiniz Kokteyli ve Aksam Yemegi

20 Ekim 2016 — Persembe

Bilimsel Komite Baskani; Prof. Dr. Seval AKGUN,

AGILIS Saglik Akademisyenleri Dernegi Bagkani, St. John Uluslararasi Universitesi ITALYA,
09:0-10:%  KONFERANSI  Baskent Universitesi Hastaneleri ve Bagl Saglik Kuruluslar Kalite Koordinatorii, TURKIYE
Salon | - Kongre Baskani; Av. Giirbiiz YUKSEL,

T.C. Saglik Bakanligi, Bakanlik Miisaviri, SBSGM Hukuk Koordinatorti, TURKIYE

KONFERANS 1  SAGLIKTA BiLGi GUVENLIGI ve KiSiSEL VERILERIN KORUNMASINA iLiSKIN HUKUKSAL

10:30 = 11:30 ) e
' ' Salon | - DUZENLEMELER VE BILISIM SUGLARI

Oturum Bagkani ¢L‘;RGK(|I¢I,EUZ YUKSEL, T.C. Saglik Bakanligi, Bakanlik Miisaviri, SBSGM Hukuk Koordinatori,

Saghk Bilisimi, Bilgi Giivenligi ve Kigisel Verilerin Korunmasina iliskin Yasal Diizenlemeler
Av. Giirbiiz YUKSEL, T.C. Saglik Bakanligi, Bakanlik Misaviri, SBSGM Hukuk Koordinatdr,
TURKIYE

Biligim Suglari ve Giincel Uygulamalar
Mahmut Kaan YUKSEL, HSYK - Hakim ve Savcilar Yiksek Kurulu, Ankara Adliyesi Biligim Suglari
Biirosu, Cumhuriyet Savcisi, Ankara, TURKIYE

Konusmacilar

N2-11% Kahve Arasi

KONFERANS 2 SAGLIKTA BILGi GUVENLIGI FARKINDALIK EGITIMLERI, HASTANE BiLGi YONETIM

45 _ 10:45 L HIACEIE -
1:#-12 Salon | - SISTMELERININ GUNCEL SORUNLAR VE OLASI TEHDITLER

Oturum Bagkani Av. Giirbiiz YUKSEL, T.C. Saglik Bakanligi, Bakanlik Misaviri, SBSGM Hukuk Koordinatdri,
TURKIYE

Bilgi Giivenligi Farkindalik Egitimi Oncesi Ve Sonrasi Anket Degerlendirmesi L

Dilek KARAKAYA ,T.C. Saglik Bakanligi, Saglik Bilgi Sistemleri Genel Midiirliigli, Ankara, TURKIYE

Kamu Hastanelerinde HBYS Sistemleri Sorunlari
Efe Serkan BOZ, Saglik Bilimleri Universitesi, Haydarpaga Numune Egitim ve Aragtirma Hastanesi,
Bashekim Yardimcisi, Klinik Mikrobiyoloji Uzmani, Istanbul, TURKIYE

Bir Saglik Kurulusunun BT Sistemine Yénelik Olasi Siber Saldirilar, Zararlari ve Veri Hirsizligi
Akin TOSUNLAR , Siber Giivenlik Uzmani , izmir, TURKIYE

12:45-14:0  (gle Yemegi

SAGLIK BILISIMi VE HASTA GUVENLIGI )
Bilisimin Klinikte Hasta Giivenligini Zaafiyetlerini Onlemeye Yonelik Yaygin Kullanim Alanlari
( Elektronik order sistemi, klinik karar vermeyi giiglendiren yontemler )

KONFERANS 3

<00 _ -00
14015 Salon | -

Oturum Baskan! Prof. Dr. Seval AKGUN, Saglik Akademisyenleri Dernegi Baskani, St. John Uluslararasi Universitesi
i ITALYA, Baskent Universitesi Hastaneleri ve Bagl Saglik Kuruluglari Kalite Koordinatorii, TURKIYE

Hasta Giivenligi ve Saglikta Biligim .

Prof. Dr. Seval AKGUN, Saglik Akademisyenleri Dernegi Bagkani, St. John Uluslararasi Universitesi

ITALYA, Baskent Universitesi Hastaneleri ve Bagli Saglik Kuruluglari Kalite Koordinatérii, TURKIYE

Konugmacilar B ) ) . . o e o

Saglik Hizmetlerinde Bilgi Giivenliginin Saglanmasi -Siirdiiriilebilmesi Igin Bilisim Teknolojileri

ve Bilgi Yénetim Sistemleri

Mehmet KARAKOC, Akdeniz Universitesi, Bilgisayar Bilimleri, Arastirma ve Uygulama Merkezi,

TURKIYE



PANEL 1- SAGLIKTA YAZILIM GELISTIRME SUREGLERI VE ELEKTRONIK TIBBI KAYITLARIN
Salon | BUTUNLUGU, GUVENILIRLIGI

Oturum Bagkani  Yrd, Dog. Dr. Ayca TARHAN, Hacettepe Universitesi, Bilgisayar Miihendisligi Blimii, TURKIYE

15:0 — 16:00

SBA Yazilim Geligtirme Siire¢ Yonetimi _ L
Yrd. Dog. Dr. Ayca TARHAN, Hacettepe Universitesi, Bilgisayar Mihendisligi Bolimu, TURKIYE

Saglik Hizmeti Siireglerini lyilestirmek Ve Degerlendirmek igin Olguniuk Modeli Gneren
Konusmacilar Caligmalarin Karsilastirimasi . L
s Mehmet SOYLEMEZ, TUBITAK - BILGEM -YTE, Yazilim Teknolojileri Aragtirma Enstitisti, TURKIYE
Yrd. Dog. Dr. Ayca TARHAN, Hacettepe Universitesi, Bilgisayar Mihendisligi Bélim, TURKIYE

Hemsirelerin Hastanelerde Kullandiklari Elektronik Tibbi Kayitlar Hakkindaki Goriisleri
Hiiseyin ERIS, Harran Universitesi, Ogretim Gorevlisi, Sanliurfa, TURKIYE

16:0-16"  Kahve Arasi

16:15 - 18:00 giffsﬁ’sr;“ “BILGI ISLEM GALISANLARI iGiN UYGULAMALI BEYAZ SAPKALI HACKER EGITIMI”
Konugmac Akin TOSUNLAR, Vigasis, Siber Giivenlik Uzmani, izmir, TURKIYE

19:0-21"  Aksam Yemegi

21 Ekim 2016 - Cuma

09:20 - 10:20 g:g:FfANs 4 KiSISEL VERILERIN KORUNMASI VE RIZA KAVRAMI
Prof. Dr. Seval AKGUN, Sajlik Akademisyenleri Dernegi Baskani, St. John Uluslararasi Universitesi
Oturum Bagkani  ITALYA, o
Baskent Universitesi Hastaneleri ve Bagli Saglik Kuruluglari Kalite Koordinatérii, TURKIYE
Kisisel Saglik Verilerinin Korunmasinda Agik Riza .
Ahmet Esad BERKTAS, T.C. Salik Bakanligi, Sadlik Bilgi Sistemleri Genel Midirliga, TURKIYE
Konugmacilar Giivenlik Zaafiyetleri ve Onlemleri ( CRYPTOLOCKER Ornegmde)
Akin TOSUNLAR, Vigasis, Siber Giivenlik Uzmant, izmir, TURKIYE
PANEL 2- SAGLIK HiZMETLERI KULLANICILARI ARASINDA MAHREMIYETIN ONEMI
10:%0 - 11:%0 Salon | v' Toplum Saghiginda Biligim Uygulamalari ve Mahremiyet-

v' Saglik Biligimi Ve Klinik Uygulamalarda Mahremiyet

Fatih ULUCAM, T.C.Saglik Bakanligi, Saglik Bilgi Sistemleri Genel Midirliigii Daire Bagkani, Ankara,
TURKIYE

Bilgi Giivenligi Ve Hasta Mahremiyeti: Hukuk Fakiiltesi Ogrencileri Perspektifinden Bir Calisma
Tutku EKIZ, Marmara Universitesi, Saglik Bilimleri Fakltesi, Saglik Yonetimi Bélimi, TURKIYE

Konugmacilar Girigimsel Olmayan Klinik Aragtirmalarda Veri Sahibinin Agik Rizasi Alinmaksizin Kullanilan
Kisisel Saglik Verilerinin Durumu
Gamze KARAKOG, Ahmet Esad BERKTAS, L
T.C. Saglik Bakanligi, Sadlik Bilgi Sistemleri Genel Midrligi, TURKIYE

Oturum Baskani

N2 -11% Kahve Arasi

1q45_q1p4s  KONFERANS 5 ELEKTRONIK, KISISEL SAGLIK KAYDI SISTEMi E-NABIZ'IN HASTA GUGLENDIRMESi VE BILGI

T4 salonl- GUVENLIGI AGISINDAN DEGERLENDIRILMESI, KISISELLESTIRILMi$ SAGLIK VE MOBILITE
Yrd. Dog. Dr. Taskin KILIC, Giimiishane Universitesi, Saglik Bilimleri Fakilltesi, Saglik Yonetimi
Bélimi, TURKIYE

Mobil Saglik (mSAGLIK); “From Hospital To Phone”

Yrd. Dog. Dr. Taskin KILIC, Giimiishane Universitesi, Saglik Bilimleri Fakilltesi, Saglik Yonetimi

Béliimi, TURKIYE

Elektronik, Kisisel Saglik Kaydi Sistemi E-Nabiz’in Hasta Giiglendirmesi ve Bilgi Giivenligi
Konugmacilar Acisindan Degerlendirilmesi

Ozan BEYHAN, T.C. Saglik Bakanlii, Saglik Bilgi Sistemleri Genel Miidiirliigi, TURKIYE

Saglk Hizmetinde Teknoloji Kullanimi ve Mobil Hizmetler
Seyyal HACIBEKIROGLU - Acibadem Salik Grubu, Istanbul, TURKIYE

Oturum Bagkani

12:5-14%  Ogle Yemegi



14:00 -
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PANEL 3 -
Salon |
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Konusmacilar

PANEL 4 -
Salon |

Oturum Bagkani

Konusmacilar

Kahve Arasi
PANEL 5 -
Salon |

Oturum Baskani

Konusmacilar

SAGLIK SUREGLERi YONETIMi ve VERi GUVENLIG

Uz. Efe Serkan BOZ, Haydarpasa Numune Egitim ve Arastirma Hastanesi, Baghekim Yardimclsi,
Mikrobiyoloji ve Klinik Mikrobiyoloji Uzmani, istanbul, TURKIYE

Saghk Siiregleri Yonetimi igin Siire¢ Madenciligi
Tugba ERDOGAN - Hacettepe Universitesi, Bilgisayar Miihendisligi Bolimii, TURKIYE
Ayca Tarhan - Hacettepe Universitesi, Bilgisayar Mithendisligi Balimii, TURKIYE

Saglik Alaninda Yeni Ve Goklu Teknoloji Kullaniminin Verimlilik, is Siiregleri ve Adaptasyon
Uzerine Etkileri

Erdener BATAR, Ankara il Sagiik Miidiirligi-112 Bashekimligi, Ankara, TURKIYE

Erman KAYA, Ankara il Saglik Miidiirligi-112 Bashekimligi, Ankara, Tirkiye

LINUX iSLETIM SISTEMi, SAGLIK BILiSIMINDE GUNCEL GUVENLIK AGIKLARI VE TIBBI
CIHAZLARIN HACKLENMESI

Av. Giirbiiz YUKSEL, T.C. Saglik Bakanli§i, Bakanlik Miisaviri, SBSGM Hukuk Koordinatoril,
TURKIYE
Linux Isletim Sistemi ve Kamudaki Uygulamalari

Fatih ULUCAM, T.C. Saglik Bakanligi, Saglik Bilgi Sistemleri Genel Midiirligii Daire Bagkani, Ankara,
TURKIYE
Saglikta Bilgi Giivenligi ve Tibbi Cihazlarin Hacklenmesi
Av. Giirbiiz YUKSEL, T.C. Saglik Bakanligi, Bakanlik Misaviri, SBSGM Hukuk Koordinatdri,
TURKIYE

BiLGi GUVENLIGI, MAHREMIYET, UYGUNLUK, HESAP VEREBILIRLILiK VE ENTEGRASYON

Prof. Dr. Seval AKGUN, Sajlik Akademisyenleri Dernegi Baskani, St. John Uluslararasi Universitesi
ITALYA, Baskent Universitesi Hastaneleri ve Bagli Saglik Kuruluglari Kalite Koordinatérii, TURKIYE

Bilgi Giivenligi Farkindalgi Mevcut Durum Analizi: Kamu Kurumu Ornegi
Erman KAYA, Ankara il Saglik Miidirligi-112 Bashekimligi, Ankara, Tirkiye
Asli AYIK, Ankara Il Saglik MidUrligti-112 Baghekimligi, Ankara, Tirkiye

Prof. Dr. Seval AKGUN, Saglik Akademisyenleri Dernegi Baskani, St. John Uluslararasi Universitesi
ITALYA, Baskent Universitesi Hastaneleri ve Bagl Saglik Kuruluslari Kalite Koordinatérii, TURKIYE

Gala Gecesi eglencesi

22 Ekim 2016 — Cumartesi

10:00-

11:00-

11:00

12:00

KONFERANS 6
Salon |

Oturum Baskani

Konusmacilar

Kapanig
Oturumu

Konugmacilar

SAGLIK BILISIMi VE BILGI GUVENLIGINDE STANDARTLAR VE UYGULAMALARI
SAGLIK BILISIMINDE KALITE OZELLIKLERI VE KALITE DEGERLENDIRME VE AKREDITASYON

Prof. Dr. Seval AKGUN, Sajlik Akademisyenleri Dernegi Baskani, St. John Uluslararasi Universitesi
ITALYA, Baskent Universitesi Hastaneleri ve Bagli Saglik Kuruluglari Kalite Koordinatérii, TURKIYE

Saglikta Gelecek Perspektifi; 2030 Yilinda Hastaneler Yerinde Olacak mi? L

Yrd. Dog. Dr. Taskin KILIC, Gimiishane Universitesi, SBF, Saglik Yonetimi Bélim(, TURKIYE
Laboratuarda Kalite, Maliyet Olgiitlerinin Optimizasyonu Uzerine Bir Arastirma; anlik Maliyet
Modellemesi 3 L
Ahmet NALBANT, Hacettepe Universitesi, Bilgisayar Mihendisligi Bolimu, Ankara, TURKIYE

KAPANIS KONUSMALARI

Bilimsel Komite Baskan; Prof. Dr. Seval AKQUN, Saglik Akademisyenleri Dernegi Bagkani, St.
John Uluslararasi Universitesi ITALYA, Baskent Universitesi Hastaneleri ve Bagl Saglik Kuruluglari
Kalite Koordinatorl, TURKIYE

Kongre Baskani; Av. Giirbiiz YUKSEL, T.C. Saglik Bakanlig, Bakanlik Misaviri, SBSGM Hukuk
Koordinatori, TURKIYE




1. Vluslararass Saglikta Bilisim ve Bilgi Giiven

Prof. Dr.
H. Seval
AKGUN

Bilimsel
Kurul
Baskani

Av. Gurbuz
YUKSEL

Kongre
Baskani

KONUSMACI OZCGECMISLERI

Prof. Dr. Seval AKGUN,
Saglik Akademisyenleri Dernegi Bagkani, Tiirkiye

Halk Saghg Profesérii olan Dr. Seval Akgiin, Baskent Universitesi'ne bagh Saghk ve Egitim
Kuruluslar Kalite Koordinatérii, Cevre, is Saghg ve Giivenligi ve Kalibrasyon laboratuari Baskani ve
St. John International Universitesinde misafir profesér olarak gérev yapmaktadir. Epidemiyoloji,
veri yonetimi, saglik hizmetlerinde ve egitimde kalite ve akreditasyon, hasta guvenligi, hastalk
yuki, toplum beslenmesi gibi pek ¢ok alanda 30 yildan fazla deneyime sahip olan Dr. Akgilin ayni
zamanda saglik hizmetlerinde kalite alaninda uzun vyillardir teorisyen ve uygulayici olarak
¢alismaktadir. Prof. Akgiin’lin ylrittiigu uluslararasi isbirligi ve teknik destek galismalari, Saghkta
Kalite ve Halk Saghgi alanlarinda butlncul yaklagimini yansitmakta olup halk saghgi ve saglikta
kalite alanlarinda pek c¢ok geng arastirmaciyi egitmis, motive etmis ve desteklemistir.. Tibbi
hizmetlerde stirekli kalite iyilestirme, akreditasyon, hasta glivenligi ve toplam kalite yonetiminin
degisik konularinda ulusal ve uluslararasi diizeyde konferans ve / veya ders vermek tizere davetli
konusmaci olarak katllan Akgiin ayrica Orta Dogu ve Akdeniz (Ulkelerinde Orta Asya
Cumhuriyetlerinde ve Avrupa’da, Avrupa Birligi, Diinya Saglik Orgiitii, UNICEF ve Diinya Bankasi
destekli saglik reformlari ve alternatif hizmet sunum modellerinin degerlendirilmesi, performans
degerlendirme, hastane denetlemeleri, hasta ¢iktilarinin degerlendirilmesi, go¢gmen saglig,
hastalik yiikii ve benzeri birgok projede proje yoneticisi ve/veya danisman olarak gérev yapmistir.
Dr. Akgiin ayni zamanda Hindistan, Azerbaycan, Suudi Arabistan, Kazakistan, Urdiin, Kuveyt,
Almanya ve bazi diger ilkelerde saglik profesyonellerine yonelik sistem gelistirme, strekli kalite
iyilestirme prensip-model ve teknikleri, saglik hizmetlerinde akreditasyon, halk saglig,
epidemiyoloji, arastirma yoéntemleri, ve biyoistatistik konularinda egitim vermektedir.2000
yilindan beri Avrupa Komisyonu tarafindan Cerceve programlar, Horizon 2020 , Marie Curie gibi
programlarda hakemlik gérevi yapan Dr. Akgiin her yil pek ¢ok projeyi degerlendirmektedir. Prof.
Dr. Seval Akgun, bu ozelliklerinin yani sira su deneyimlere de sahiptir: Niceliksel arastirma
tasarimi, uygulama ve analiz, Hastalik yiikii metodolojisi, AB proje izlemi, ihtiyag degerlendirme
calismalari(6zel gruplarda saglik ihtiyaglari ve saglik hizmet talebi vb), Saglik kurulusu denetim
sertifikas, Toplam kalite yénetimi konularinda egitici: 1SO 9001 2000 versiyonu gibi SKi
modellerinin saglik ve egitim kurumlarinda kurulmasi ve yerlestirilmesi; EFQM modilu ve JCI
akreditasyon standartlari konusunda uzman, 1SO 22000 Gida glvenligi yonetimi sistemi, OHSAS
18001 is saghg ve giivenligi, Saglkta Akreditasyon sistemi degerlendirmeleri, Hasta ve calisan
glvenligi, i¢ ve dis musteri memnuniyet arastirmalari metodolojisi, saglk personeli i¢in problem
¢dzme teknikleri, Prof. Dr. Akgiin’ in yayinlanmis 6 (4’ii ingilizce) kitabi, 11 kitap b&limii ve 250
den fazla ulusal ve uluslararasi makalesi mevcuttur.

Av. Giirbiiz YUKSEL,
T.C. Saghk Bakanhgi, Bakanlik Miisaviri
SBSGM Hukuk Koordinatorii, Tiirkiye

Halen Saglik Bakanlig SBSGM de Hukuk Koordinatérii olarak gérev yapmakta olan Giirbiiz YUKSEL
Saglik Memuru olarak basladigi memuriyete, 1982 yilinda mezun oldugu Saghk Egitim Enstitlisu
sonrasinda ise sirasiyla Diyarbakir, Ankara Kegidren ve Ankara Beypazari Saglk Meslek liselerinde
6gretmenlik yaparak devam etti.

1989 yilinda Ankara Universitesi Hukuk Fakiiltesini bitirdi. Avukatlik stajini tamamladiktan sonra
1990 yilinda Saglik Bakanligi Hukuk Misavirliginde géreve basladi.

Hukuk Musaviri olarak gorev yapmakta iken 1996 yilinda Saghk Bakanhgi Personel Genel Mudir
Yardimcisi olarak atandi.

Cesitli tarihlerde Personel Genel Muduri olarak vekaleten gorev yapti.

Av.Girbiiz YUKSEL'in yayinlanmis “ilk Yardim” ders kitabi ile esitli bilimsel dergilerde yayimlanmis
“Saglikta insan Kaynaklar’” “Saglik Yénetimi” ve “Saglik Hukuku” konularinda makaleleri vardir.
Halen Vakif, Dernek gibi bircok organizasyonda Mdtevelli Heyet ve Yonetim Kurulu Uyeligi
mevcuttur.



Mahmut
Kaan
YUKSEL

Yrd.Dog.Dr.
Ayga
TARHAN

Yrd.Dog.Dr.
Tagkin KILIC

Akin
TOSUNLAR

Mahmut Kaan YUKSEL,
Ankara Adliyesi Bilisim Suglari Biirosu, Cumhuriyet Savcisi,
Ankara, TURKIYE

1969 Ankara dogumluyum. 1990 Yilinda Ankara Universitesi Hukuk Fakiiltesini bitirdikten sonra
kisa bir siire Ankara’da avukatlk yaptim. 1994 Yilinda savci adayligina basladim. 1996 Yilinda
goreve basladim.

Sirasiyla Sirnak/idil, Kars/Sarikamis, Edirne/Lalapasa, Edirne, Van ve Ankara Cumhuriyet Savcisi
olarak gorev yaptim.

Gorevim sirasinda kagakgilik suglari, organize suglar, cezaevi sorumlu savciligl, infaz savcilig,
miracaat savciligl, ¢ocuk suglari savciligl, kabahat eylemleri savciligl, sahtecilik ve dolandiricilik
blrosu ve bilisim suglari blro savciliginda calistim. Son 2,5 yildir Ankara’da bilisim suglari
sorusturma birosunda gérev yapmaktayim.

Adalet Bakanliginca Tirkiye’de Bilisim Suglariyla Micadele Kapasitesinin Guglendirilmesi, Yargida
Zaman Yonetimi, Turkiye’de Adli Yardim Hizmetlerinin Guglendirilmesi, Turkiye’de Siber Suglarla
Miicadele ve iletisim Ozgiirliigii konulu cok sayida calismaya katildim.

Esim askeri hakim olup, bu sene Tip Fakiiltesine baslayan bir kizim vardir.

Yrd. Do¢. Dr. Ayca TARHAN,
Hacettepe Universitesi, Bilgisayar Miihendisligi Boliimii,
Ankara, TURKIYE

Ayca Tarhan yazillim mihendisligi alaninda, on bes yildir arastirmaci ve pratisyen olarak
¢alismaktadir. Yazilim siireglerinin model-tabanli degerlendirmesi ve iyilestirmesi ve yazilim siireg
yonetimi konularinda danismanliklar vermistir. Uzmanlik alanlari arasinda; yazilim kalitesi, yazihm
gelistirme yontem ve teknikleri, yazilim 6lgme, is stregleri ve siireg yonetimi konulari sayilabilir.
Lisans ve yuksek lisans derecelerini Bilgisayar Miihendisligi alaninda tamamlayan Tarhan, doktora
calismasini Orta Dogu Teknik Universitesi Enformatik Enstitiisii’nde, Bilisim Sistemleri programinda
Yazilm Sureg¢ Yonetimi lizerine yuritmistir. 2002 ve 2006 yillari arasinda ayni enstitiide, Yazilim
Yonetimi programinda yari-zamanl dersler vermistir. 2013 ve 2015 yillari arasinda Hollanda’da,
Eindhoven Teknik Universitesi’nin Endiistri Mithendisligi ve Yenilik Bilimleri Blimi’nde, Ziyaretgi
Arastirmaci olarak bulunmus ve burada is sireci olgunlugu yonetimi ve saglikta uygulamalari
lizerine c¢alismistir. Halen Hacettepe Universitesi Bilgisayar Miihendisligi Bolimi’nde Yardimci
Dogent olarak galismaktadir. Akademik deneyimi boyunca bircok yiksek lisans ve doktora
6grencisine danismanlk yapmis ve galismalarin giktilari bilimsel indeksli konferans kitaplarinda ve
dergilerde yayilanmistir.

Yrd. Dog. Dr. Taskin KILIC,
Giimiishane Universitesi, Saghk Bilimleri Fakiiltesi,
Saghk Yonetimi Boliimii, Giimiishane, TURKIYE

AKIN TOSUNLAR
Siber Giivenlik Uzmani, ViGASIS | Veri iletisim Giivenligi Ve Analiz Sistemleri
izmir, TURKIYE

izmir dogumlu olan Sayin TOSUNLAR, 32 yasindadir. Ogrenimini aile gelenegi olan Yiiksek
insaat Miihendisi olarak tamamlamis olmakla birlikte meslek olarak kiigiik yaslardan itibaren
ilgisini ¢ekmis olan Bilgi Teknolojileri alaninda surdirmektedir. 15 yili agkin suredir gerek
lkemizde gerek uluslar arasi alanda bircok basarili galismaya imza atmistir. VIGASIS ekibinin
kurucu Uyesi olmasinin yani sira birgok kamu kurumu ve sivil toplum kuruslari igin de
danismanlik hizmeti vermektedir. Ulusal Siber Guvenlik Strateji Belgesi hazirlanmasinda aktif rol
oynamis ve altinda imzasi bulunan birka¢ uzmandan biridir. Turkiye’de yasayan ve Uluslar arasi
alanda prestijli platformlarin kabul ettigi en fazla guvenlik agigl bulmus ve yayinlamis kisidir.
Diinyanin birgok dlkesinde farkli etkinliklere konusmaci olarak c¢agiriimaktadir. 60 yildir
duzenlenen diinyanin en buyuk guvenlik kongresi ASIS’te davetli konugmaci olarak gagrilan tek
tiirk bilisimcidir. Bugtine kadar onlarca nitelikli siber givenlik uzmani yetistirmis olmasinin yani
sira ayni zamanda kendisini de stirekli 6grenmeyi ve arastirmayr seven birisi olarak
tanimlamaktadir.



1. Vluslararass SajliRta Bilisim ve Bilgi Giivenliji Kongresi

KONUSMACI OZETLERI

20 ERim 2016 — Persembe

SAGLIKTA BILGI GUVENLIGI ve KiSISEL VERILERIN
AL KORUNMASINA ILISKIN HUKUKSAL DUZENLEMELER VE
BILiSiM SUCLARI

Salon 1

Oturum Bagkam

Av. Giirbiiz YUKSEL
T.C. Saglik Bakanlii, Saglik Bilgi Sistemleri Genel Midurlig,
Hukuk Koordinatdri, Ankara, TURKIYE

Konusmact

SAGLIKTA BILGi GUVENLIG, KiSiSL VERILERIN KORUNMASI VE VERi MAHREMIYETININ HUKUKSAL BOYUTU

Av. Giirbiiz YUKSEL,
T.C. Saglik Bakanligi, Saglik Bilgi Sistemleri Genel Midtirligu,
Hukuk Koordinatori, Ankara, TURKIYE

Ozet

Bu galismanin ana temasi; Saglikta Bilgi Giivenligi, Kisisel Verilerin Korunmasi ve Veri Mahremiyetinin Yasal Boyutu olup,
bu ¢alismadan beklenen fayda ise konu hakkinda “farkindalik” olusturmaktir. Bu yaklasimla iki bélim halinde sunulacak
olan galismamizin birinci bdlimiinde; Saglikta bilgi glivenligine iliskin kurumsal diizenlemeler, faaliyetler farkindalik
egitimleri ve bilgi giivenligi ihlallerini énlemeye yonelik yasal durum ve bilisim suglari; ikinci bélimde ise Kisisel Saglik
Verilerinin Korunmasi ve Veri Mahremiyetine iliskin yasal diizenlemeler ve bu konudaki hak ihlalleri anlatilacaktir.

Hélihazirda, uygulamada bilgi guvenligi ile ilgili hususlari igeren, yonetmelik, ydnerge ve genelgeler mevcut olup, bu
yonetmelik, ydnerge ve genelgelere dayanak olabilecek kanun olmadigindan dolay! yeterince etkili olamamaktadir.
Dogrudan olmasa da gogunlukla haberlesme ve bilisim sektorlerini diizenleyen mevzuatta bilgi glivenligi, verilerin
korunmasi ve mahremiyeti bir unsur olarak gegmektedir.

Bu kapsamda olmak iizere; T.C. Anayasasi'nin ilgili hikiimleri, Uluslararasi Sozlesmelerin konuyla ilgili bélimleri, 5651
saylli Internet Ortaminda Yapilan Yayinlarin Diizenlenmesi ve Bu Yaymnlar Yoluyla slenen Suglarla Miicadele Edilmesi
Hakkinda Kanun, 5070 sayili Elektronik imza Kanunu, 5809 sayili Elektronik Haberlesme Kanunu, 3359 sayili Saglik
Hizmetleri Temel Kanunu, 1219 sayili Kanun, 4982 sayili Bilgi Edinme Hakkinda Kanun, 663 sayili KHK, 6698 sayili
Kisisel Verilerin Korunmasi Kanunu, Tirk Ceza Kanunu ve diger alt diizenlemeler hakkinda bilgi verilecektir.

Ve son béliimde kisisel verilerin korunmasi ve veri mahremiyeti ihlallerine iliskin olarak 5237 sayili Tiirk Ceza Kanunu'nda
yer alan, “Ozel Hayata ve Hayatin Gizli Alanina Karsi Suglar” ile “Kisisel Verilerin Hukuka Aykiri Olarak Kaydedilmesi,
Yayilmasi ve Paylasiimas!” suglari ve bu suglara uygulanacak cezai mueyyideler (spesifik olarak da kisisel saglik
verilerinin gizlilik ve mahremiyeti ihlalleri) Yargrtay kararlar isiinda anlatilacaktir.

Anahtar Kelime: Guvenlik, Bilgi Givenligi, Farkindalik



Konugmact
BiLiSiM SUGLARI VE GUNCEL UYGULAMALAR

Mahmut Kaan YUKSEL,

Ankara Cumhuriyet Bagsavciligi

Biligim Suglari Sorusturma Biirosu Cumhuriyet Savcisi
Ankara, TURKIYE

OzZET
Tiirk Ceza Kanununda yeralan;

. Biligim Suglari (madde 243-Biligim Sistemine izinsiz Girme Sugu, madde 244-Bilisim Sistemindeki Verilere
Kars! Islenen Suglar, madde 245-Banka ve Kredi Kartlarina Kars! islenen Suglar) ile,

. Bilisim sistemlerinin sagladigi kolaylikla islenen suglar (madde 142-Bilisim Sistemi Araciligiyla Hirsizlik
Suglari, madde 158-Biligim Sistemi Araciligiyla Dolandiricilik Suglari) yaninda,

e Giniimizde bilisim sistemleri ile islenen suglar (madde 132- Haberlesmenin Gizliligini ihlal, madde 133-
Kisiler Arasindaki Konusmalarin Dinlenmesi veya Kayda Alinmasi, madde 134- Ozel Hayatin Gizliligini ihlal,
madde 135- Kisisel Verilerin Kaydedilmesi, madde 136- Verileri Hukuka Aykiri Olarak Verme veya Ele
Gegirme, madde 138- Verileri Yok Etmeme Suglar) le ilgili genel bilgilendirme ve érnek sug tipleri Gizerinden
glncel yargitay uygulamalari hakkinda bilgi verilecektir.

SAGLIKTA BIiLGI GUVENLIGI FARKINDALIK EGITIMLERI,
sl HASTANE BILGI YONETIM SISTMELERININ GUNCEL SORUNLAR

Salon 1 ;
VE OLASI TEHDITLER

Oturum Bagkam

Av. Giirbiiz YUKSEL
T.C. Saglik Bakanligi, Saglik Bilgi Sistemleri Genel Midurlig,
Hukuk Koordinatérii, Ankara, TURKIYE

Konusmac

KAMU HASTANELERINDE HBYS SISTEMLERI SORUNLARI

Efe Serkan BOZ,

Saglik Bilimleri Universitesi, Haydarpasa Numune Egitim ve Arastirma Hastanesi,
Bashekim Yardimcisi, Klinik Mikrobiyoloji Uzmani,

istanbul, TURKIYE

OZET

Giinimuzde hem bilisim hem de tip teknolojileri ileri seviyelerde olsa da saglik hizmetlerinin sunumu ve yénetiminde bilgi
teknolojilerinin kullaniimasi bazi problemlere yol agmaktadir. Bu problemlerin bir kismi bilgi teknolojilerinin ileri seviye
donanim gerektirmesi nedeniyle teknik olarak siralanabilirken, diger bir kismi ise sadlik hizmet sunumunun bu
teknolojilerle entegre edilmemesidir. Saglik profesyonelleri: egitimleri ve sahip olduklari tip nosyonu nedeniyle hizmet
sunumunda bilgi teknolojilerinin kullanimina genellikle mesafeli yaklasmislardir. Bunun yaninda tilkemizdeki saglik hizmeti-
6zellikle “Saglikta Dénlisim” hamlesi ile- uluslararasi standartlarin Gizerine gikabilmek igin bilgi teknolojilerini yogun olarak
kullanan, artan periyotlarda giincellenen hale gelmistir. Kamu hastanelerinde kullanilan Hastane Bilgi Yonetim Sistemleri
bilgi teknolojilerinin saglik sunumunda kullanildigi en yaygin érnektir.

HBYS' lerin hasta giivenligini koruyacak, calisanlarin degisen ihtiyaglara cevap verebilecek ve en énemlisi saglik hizmet
kurgusuna ters diismeyecek sekilde Kamu Hastanelerine adapte olmasi gerekmektedir.

Anahtar Kelimeler; HBYS, Bilgi Teknolojileri



Konugmact
BiLGi GUVENLIGINDE FARKINDALIK EGITIMLERININ ONEMI
Karakaya, Dilek, Aydogdu, Filiz, Arslan, Emine

1 Saglik Bilgi Sistemleri Genel Midurligd,
Ankara, TURKIYE

OzET:

Giinlimiizde bilim ve teknolojideki hizli gelisim ve degisim ile birlikte internet teknolojisinde kullanilan cihazlarin gesitliligi artmis,
bilgiye ulagmak kolaylasmistir. Bu gelismeye paralel olarak da is ve islemlerin elektronik ortama tasinmasi, kisisel bilgilerin
elektronik ortamda tutulmasi ve iglenmesi yogun bir sekilde artmistir. Ancak bu durum kisisel bilgilerin, sahiplerinin istedi disinda
yetkisiz kisilerin eline gegmesi, bilgi sahibini rahatsiz edecek veya onlara zarar verecek sekilde yasa disi olarak kullaniimasi ve kisi
mahremiyetinin ihlali tehlikesini dogurmaktadir. Dolayisi ile gelisen bilisim teknolojileri, bilgi glivenligi olgusunu; dnce ihtiyag sonra
zorunluluk haline getirmistir. Bu ¢alisma, Bilgi Glvenligi Farkindalik Egitimlerinin galisanlar (izerinde ne kadar etkili olabilecegini;
nasil sonuglar dogurabilecegini gdstermek ve énerilerde bulunmak amacini tasimaktadir. Her kurum, kendi kurumsal yarari igin
bilgi giivenligini saglamali ve kisisel veri mahremiyetini koruma aliskanliginin kazanilmasinda (stiine diisen gérevi yerine
getirmelidir. Bilgi glivenligi farkindalik egitimlerinden gikan olumlu anket sonuglari bu konuda kurumlara bir model teskil edecektir.

1. AMAG, Arastirmanin amaci, bilgi giivenligi farkindaliginin élgiilmesinde arag olarak kullanilacak bir élgek gelistirmek ve
olusturulan bu 6lcek ile merkez ve tasra teskilatinda calisan personelin bilgi giivenligi ve kisisel verilerin korunmasi konusundaki
farkindaligini dlgmektir.

2. YONTEM, Bu arastirmada, anket calismasi bilgi giivenligi farkindalik egitim 6ncesi ve sonrasi olmak iizere 10 il merkezli, 81
il merkez ve tagra teskilatindan gelen toplam 992 katilimciya uygulanmigtir. 5'li Likert tipi tutum Glcedi kullanilan ankette sorular iki
gruba ayrilmistir. Set 1: Katilim Olgegi, Set 2: Uygulama Olgegi olarak adlandiriimistir. Bu veri setleri “Egitim Oncesi” ve “Egitim
Sonrasi” olarak ayri ayr degerlendirilmistir. Katiim Olgegi: 16 sorudan olusmakta ve “kesinlikle katiliyorum, katiliyorum,
kararsizim, katimiyorum, kesinlikle katiimiyorum” cevaplarini icermektedir. Uygulama Olgegi: 10 sorudan olusmakta ve “ her
zaman, gogunlukla, ara sira, gok nadir, highir zaman” cevaplarini icermektedir. Elde edilen verilerin analizi igin SPSS 22 programi
kullaniimigtir. Ulagilan sonuglar tablo degerleri ve grafikleriyle birlikte yorumlanmistir.

3. BULGULAR, Yapilan anket ¢alismasinda; 10 il merkezli, 81 il merkez ve tasra teskilatindan gelen toplam 992 katilimciya bilgi
glivenligi farkindalik egitimi 6ncesi ve sonrasi anket sonuglarindan elde edilen verilere gore: Egitim 6ncesi personelin sorulari
bilingli ve farkinda olarak cevaplamadigi gorilirken; egitim sonrasi personelin, sorulari cevaplarken belirgin bir sekilde
farkindaliginin arttigi, bakis agisinin degistidi, anket sorularini daha bilingli sekilde cevapladigi goriimustir. Egitimin olumiu
etkisinin tlim sorularda belirgin bir farkliiga sebep oldugu gérilmis olup, bu durum elde edilen verilerin grafiklere yansiyan haliyle
daha net bir sekilde gorilmektedir. Yapilan anket arastirmasi, caliganlarin aldiklar egitimlerin bireyler (izerinde:
TepkiMemnuniyet, BilgiiOgrenme, Davranis, is Sonuglarina Etkisi gibi durumlarda degisiklikler gdsterdigi gézlenmistir. Bilgi
guvenligi farkindaliginin olusmasi, aliskanlik haline gelip belli bir kiltirin olusmasinda egitimlerin énemli bir rol oynadii
saptanmistir.

4. SONUGLAR,  Bulgular incelendiginde temel farklilik olarak: “Sifre gtivenligi, Paydaslarla gizlilik sbzlesmesi yapilmali, Ise yeni
baslayan personele giivenlik taramasi yapilmali” sorularina katilimcilarin egitim 6ncesi ve sonrasi verdigi cevaplarda olumlu yénde
farkliliklar oldugu gorllmistir. Katilimcilar yiksek oranda, bilgi giivenligi editimleri yapiimasi gerektigini ve bilgi givenligi
kilavuzunun uygulanabilmesi igin ydnetici destedinin sart oldugunu belirtmislerdir. “Kullanici sifreleri, bagskalariyla
paylasiimamalidir, Kisisel verilerin korunmasi konusunda ilkemizdeki yasalar yetersizdir, Zorunlu durumlarda is arkadaglarimin
yerine sisteme girerim, Bilgi glivenlidi icin alinacak onlemler yetersiz kalacaktir.” sorularinda katilimcilarin fikirlerinde degisim
olmamigtir. Katiimcilar yiiksek oranda “Bilgisayarimda bulunan anti viriis programi aktif durumdadir.” sorusuna “her zaman ve
cogunlukla” cevabini vermis ancak “Bilgisayarimda guvenlik taramasi yaparim” sorusuna verilen cevaplar bu oranin altinda
kalmistir.

Anahtar Kelime: Glvenlik, Bilgi Glivenligi, Farkindalik Egitimleri.



Konugmact

BiR SAGLIK KURULUSUNUN BT SISTEMINE YONELIK OLASI SIBER SALDIRILAR, ZARARLARI VE VERI
HIRSIZLIGI

Akin TOSUNLAR,
Siber Giivenlik Uzmani,
|zmir, TURKIYE

OzET

Saglik kurumlar binyesinde kullaniimakta olan bilgi islem sistemlerinin ve altyapilarinin , icerden veya disaridan
gelebilecek ve kaza ile veya kasten olusabilecek biitiin tehditlere karsi korunmasi gliniimizde gerek kurumlarin
yoneticileri gerekse de sbz konusu kurumlardan hizmet alan kisiler igin hayati bir gereklilk olusturmaktadir. Saglik
kurumlarinda sunulan hizmet dahilinde; sistem merkezi biinyesinde isletimde olan uygulamalar ile diger bilisim
sistemlerinde kisisel veriler ile birlikte tibbi ve mali 6neme sahip milyonlarca veri islem gérmekte, bahsi gegen verilerin
guvenligi oldukga 6nem arz etmektedir. Saglik bilisimi sistemlerinde islenen ve saklanan verilerin;

BUtlinluguntn korunmasi (bilginin bozulmadan muhafaza edilmesi),

Gizliliginin saglanmasi (bilginin yetkisiz kisilerin eline gegmesinin engellemesi),

Erisilebilifiginin korunmasi (bilginin kesintisiz bir bigimde kullanima hazir halde tutulmasi),

Sistem (izerindeki guvenlik olaylarina dogru ve zamaninda muidahale edilmesi is ve islemleri sistem,
uygulama ve iletisim giivenligi ile ilgili islerin ve sorumluklarin yerine getiriimesi ile miimkiin olmaktadir.

So6z konusu sistemlerde yukarida yer verilen sireklili§gi bozmak, verileri elde etmek veya siireglerin islevsiz hale gelmesini
saglamak amaciyla giinimiizde gok farkli saldirilar diizenlenebilmektedir. Bu saldirilarin temel olarak hedef aldigi sistem
bilesenleri;

AN N NN

Network altyapisi
- Wireless Altyapisi
- Sunucular
- Kullanici Bilgisayarlari
- Uygulama Yazilimlari
- Web Siteleri ve portallerdir.
ilgili yapilarda, olabilecek giivenlik agiklari veya zafiyetleri kullanilarak amaglanan;
- Sistemi durdurmak
- Veri Galmak
- Veri Degistirmek
- Veya yukaridakilerin hepsi olabilir.
Temel olarak yer verilen saldir amaglar dogrultusunda hedeflenen noktalara gerceklestirilebilecek saldirilarin en sik
karsilasilanlari ise sunlardir ;
- Brute Force
- Sosyal Miihendislik aligmalari
- Phishing
- DDOS
- Farkli exploit yontemleri
Saldirilar sonrasi saglik kurumlarinda olusabilecek zararlarin baslicalari ise;
- Saglik hizmetinin durmasi, aksamasi
- Veri kayiplari
- Maddi kayiplar
- ltibar zedelenmesi
- Hasta glvenliginin tehlikeye girmesi, tibbi hatalar



SAGLIK BILISIMI VE HASTA GUVENLIGI
Konferans 3 Bilisimin Klinikte Hasta Giivenligini Zaafiyetlerini Onlemeye Yonelik

Salon 1 Yaygin Kullanim Alanlan
( Elektronik Order Sistemi, Klinik Karar Vermeyi Giiclendiren Yontemler )

Oturum Bagskam

Prof. Dr. Seval AKGUN, Kongre Baskani,

Saglik Akademisyenleri Dernegdi Bagkan,

Misafir Profesor St. John International Universitesi, ITALYA

Baskent Universitesi Hastaneleri ve Bagl Saglik ve Egitim Kuruluslari Kalite Koordinatord,
Ankara, TURKIYE

Konusmac

HASTA GUVENLIGi VE SAGLIKTA BiLiSiM

Prof. Dr. Seval AKGUN, Kongre Baskani,

Saglik Akademisyenleri Dernegdi Bagkan,

Misafir Profesr St. John International Universitesi, ITALYA

Bagkent Universitesi Hastaneleri ve Bagh Saglik ve Egitim Kuruluglari Kalite Koordinatord,
Ankara, TURKIYE

OzET :

Bilgiye aninda ulasim ya da bilginin paylasimi kavramlari bilgi sistemlerinin kritik 6zellikleridir. Saglik Kuruluslarinin
yonetimi son derece karmasik stireg ve fonksiyonlardan olusmaktadir. Tibbi hizmetler ile fonksiyonel hizmetler arasindaki
kontrol ve koordinasyon istenilen dizeyde olmaz ise hastane hizmetlerinin basarili olmasi saglanamaz. basariyi
saglamada teknolojik destek blyik 6nem arz etmekte birimlerde gelistirilen ve ihtiyaglara gére glncellenen bilgisayar
programlari ile beklentilerin karsilanmasi hedeflenmektedir.

1980’lerde kisisel bilgisayarlarin da gelismesi ile tibbin her alaninda saglik bilisimi ana etken olmaya baslamis, tani ve
tedavi modaliteleri degismeye baglamis, hastaliklarin mekanizmalari daha detayli anlagiimaya baglanmis, hasta bilgileri ve
saglik bakim hizmetleri de daha detayli veri kullanir hale gelmistir. Béylece saglik alaninda koordine edilmesi gereken gok
biytik veri yi§inlarinin oldugu bilinci belirginlesmis ve saglik bilisimi giderek kendini biiyliten ve besleyen bir duruma
gelmistir. Saglik bilisimi alaninda yapilan her yenilik veya iyilestirme yine kendini daha biyitlr ve kendi yolunu daha hizl
acar hale getirmistir. Saglik bilisimi gelistikce kendini tiiketen bir alan olmaktan ziyade gelistikge kendini hormonlayan bir
gelisme gdstermektedir. Bu artan bilgi ve konfor giderek hekim ve hastalarin da davraniglarini degistirmis beklentilerini
artirmigtir.

Saglik bilisiminin gelismesi ile bugiinkii uygulanan tip pratiginde de 6nemli degisimler ve gelisimler olmustur. Bu sunumda
hasta giivenligini saglamada tip bilisiminin kullanim alanlari ayrintili olarak tartigilacaktir.



Konugmact

SAGLIK HiZMETLERINDE BILGI GUVENLIGININ SAGLANMASI VE SURDURULEBILMESI iGiN BILigiM
TEKNOLOJILERI VE BILGI YONETIM SISTEMLERI

Karakog, Mehmet .
Bilgisayar Bilimleri Aragtirma ve Uygulama Merkezi, Akdeniz Universitesi
Dumlupinar Bulvari, 07058 Konyaalti, Antalya, TURKIYE

OzeT

Amag,  Pek ¢ok alanda oldugu gibi saglik alaninda da bilisim teknolojilerinden yararlaniimakta ve saglik hizmetleri
kapsamindaki problemlerin ¢bzimi ve mevcut ¢dziimlerin iyilestirilebilmesi igin gesitli bilgi-yonetim-sistemleri
kullaniimaktadir. Bu amagla, bilgi-islem destegi alinmakta ve/veya yazilim-tabanl kurum-igi céziimler gelistirimektedir. Bu
dogrultuda sadlik-bilisimi, bilgi giivenligini on plana cikarmis ve bilgi glivenligi, saglik hizmetlerine yonelik tim siireglerde
6nemli bir konu olmustur. Bu kapsamda, yetkilendirmeler/roller, veri goriinurligu, veri izerinde diizenleme yapabilme, bilgi
gorintiileme ve isleme, kayitlarin tutulmasi ve paylagimi, veri saklama ve arsivieme gibi konulara iliskin islemlerde ise
birtakim dnlemlerin alinmasi gerekli olmustur. Veri saklama, veri toplama ve ¢ikarsama tekniklerindeki gelismeler, kisisel-
veri iceren devasa veri tabanlarinin olusmasini saglamistir. Bu duruma bagl olarak, bu veri tabanlarindaki bilginin yayilimi
ve dogal olarak da bireysel-gizlilige karsi tehdit olusmasi s6z konusu olmustur. Bigimsel olarak gizli tutulsa da, tibbi-veriyi
bilinmez/imzasiziisimsiz yapacak algoritmalarin gelistirilmesi zorunlu bir hale gelmistir. istatistiki vb. amaglarla alinacak
kisisel-verinin ortaya ¢ikmasi riskini sinirlandirmak amaciyla, bu veri imzasiz bilgiye donisturtimelidir. Bu galismada, tiim
bu s6zii gegen konular ele alinmig, islenmemis-imzali veriden hasta-givenligi dikkate alinarak islenmis-imzasiz bilgiyi
Uretecek bir program gelistirimis ve elde edilen sonuglar degerlendirilmistir.

Yontem,  Saglik-bilisimi, biyomedikal arastirmalardan alternatif tipa, dis hekimliginden eczaciliga, genel sagliktan fizik
tedaviye ve hemsirelikten hasta-basinda-yapilan-muayenelere kadar bilisim-teknolojilerini igeren bir alandir. Saglik-bilisimi,
saglik ve biyomedikal alanlarindaki bilginin elde edilmesi, saklanmasi, kullaniimasi ve bu bilgiye erisimin eniyilemesi igin
gerekli kaynaklar, araglar ve yontemler ile ilgilenmektedir. Miisteriler, tedarikgiler, 6deme yapacak ve kaliteyi izleyecek
kisiler ve hizmet-saglayicilar gibi taraflar ve paydaslar arasinda saglik alani ile ilgili bilginin glivenli bir bicimde takas
edilebilmesi biyiik éneme sahiptir. Bu ise disiplinler-arasi tasarim, gelistirme, uyarlama ve uygulama g¢alismalarinin ve
bilgisayar-destekli-sistemlerin sadlik-bilisimine uygulanmasi araciligiyla yerine getirilebilir. Ayrica, bilgisayar bilimleri
alanindaki teknolojilerden ve is-gelistirme-siireglerinden de yararlanilabilir. Tibbi-verinin i¢e-disa aktariminda hasta-
gizliligini korumak igin nihai-veri isim gibi agik tanimlayicilar igermemelidir. Veri lizerinde genelleme, yerine-koyma, ekleme
ve glkarma ise otomatik olarak ve veri icerisinde bulunan ayrintilarin godu kaybedilmeden yapiimalidir. Bu ¢alismada,
tibbi-veri lizerinde bilinmeme saglayacak bir program gelistirilmistir. K-anonymity yontemi temel alinarak, Java
programlama dilinde DataFly algoritmasi kodlanmistir. Bu program galisma kapsaminda hazirlanan drek veriler Uzerinde
isletilerek, deneysel calisma yapilmistir.

Bulgular,  Karsilagtirma amaciyla, hesaplama-zamani, genellestirme-diizeyi ve bilgi-kaybi élgitlerine bakilmistir. Elde
edilen sonuglar, yapilan iyilestirmelerle, gelistirilen algoritmanin hesaplama-zamani ve bilgi-kaybi arasindaki dengeyi
korumada basarili oldugunu gdstermistir.

Sonug, Saglik alanina ve saglik hizmetlerine yonelik olarak uygulanan saglik-bilgi-teknolojisi ile saglik-bilgisinin-
ybnetimi amaglanir. Ayrica, geleneksel ve sayisal tibbi-bilginin elde edilmesi, ¢dzimlemesi ve korunmasinin pratik hale
getirilmesi de s6z konusudur. Saglik hizmetleri kapsaminda bilgi, birer kimlik verisi ile birlikte, hasta, calisan ve hizmet
saglayicilara iliskin birtakim verileri iceren bir Ust-veridir. Veri ise hem giivenligi hem de tibbi hatalarin azaltiimasini
saglayabilecek isleme gerektirmektedir. Bu durum, bilgi-glivenliini planlama, saglama ve devam eftirmeyi iceren
stirdiriilebilir-bilgi-givenligine karsilik gelmektedir. Saglik-bilisimine-yonelik-araglar kullanilarak ve tretilen bilginin yiksek-
kalitede olmasi saglanarak, hasta-bakimina iliskin iglemler verimli bir bicimde gerceklestirilebilir. Gelistirilen programin
kullaniminin, saglik hizmetlerinde kaliteyi artirma, hasta memnuniyetini saglama ve 6zellikle klinik ciktilarinin iyilestiriimesi
noktalarinda 6nemli ve tarafsiz giktilar saglayabilecegi diistiniimektedir.

Anahtar Kelimeler; Saglk Hizmetleri Bilgi Glivenligi Bilisim Teknolojileri Bilgi Yonetim Sistemleri Saglik Bilgisinin
Yonetimi Strdurdlebilir Bilgi Glvenligi



SAGLIKTA YAZILIM GELISTIRME SURECLERI VE
gyl ELEKTRONIK TIBBI KAYITLARIN BUTUNLUGU,

Salon 1

GUVENILIRLIGI

Oturum Bagskam

Yrd. Dog. Dr. Ayca TARHAN,
Hacettepe Universitesi,
Bilgisayar Miihendisligi Bolimd,
Ankara, TURKIYE

Konusgmact

SBA YAZILIM GELISTIRME SUREG YONETIMi

Yrd. Doc. Dr. Ayca TARHAN,
Hacettepe Universitesi,
Bilgisayar Mihendisligi Bolimu,
Ankara, TURKIYE

OZET

Saglik sireglerinin ve hizmetlerinin sorunsuz sekilde islemesi, saglik bilgi altyapisinin kalitesine yakindan baghdir. Saglik
bilgi altyapisinin énemli bilesenlerinden birisi ise bilgisayar yazilimidir. Karmasik, dinamik, cok-disiplinli ve ylksek
etkilesimli 6zelliklere sahip saglik alaninda saglayici kurumlarin, kullanici ihtiyaglarini anlamak ve saglik bilgi sistemleri
(SBS) gelistirmek igin uyduklari prensipler ve uyguladiklari strecler, ortaya ¢ikan yazilimin kalitesini belilemede éenmli bir
role sahiptir. Bu konusmada, kaliteli yaziim trunleri olugturmak ve idame eftirmek icin onerilmis stireg modelleri ve
standartlari anlatilacak ve satin alan kurumlar ve saglayici firmalar agisindan, sadlik alanina olasi uyarlamalari
tartisilacaktir. Bu kapsamda, Bitiinlesik Yetenek Olgunluk Modeli ve ISO/IEC 15504 Sire¢ Degerlendirme standard,
yazilim kalitesini glivence etme yontemleri agisindan 6zellikle incelenecektir. Konusma igeriginin, SBS gelistirme ve
siirdirme projelerine uyarlanabilecek sistem ve yazilim slreg yonetimi vasitalari hakkinda farkindalik yaratmasi Gmit
edilmektedir.

Konusmact

SAGLIK HiZMETi SUREGLERINI iYiLESTIRMEK VE DEGERLENDIRMEK iGiN OLGUNLUK MODELi ONEREN
GALISMALARIN KARSILASTIRILMASI

Mehmet SOYLEMEZ, TUBITAK — BILGEM - YTE, Yazilim Teknolojileri Arastirma Enstitiisil, Ankara, TURKIYE
Yrd. Dog. Dr. Ayca TARHAN, Hacettepe Universitesi, Bilgisayar Mihendisligi Bolimu, Ankara, TURKIYE

OZET : Her giin yiiksek riskli bir gok hizmet verilen hastanelerde saglik hizmetleri en zorlayici is alanlarindan biri olarak
goze carpmaktadir. Saglik hizmetlerinde verilen hizmetin kalitesi hastanenin maliyetleri ve itibariyla gok yakindan ilgilidir.
Stiregsel dstince ve stireg yonetimini yerlestirmek, saglik hizmetleri gibi karmagik, bilgi-yogun, dinamik ve birden ¢ok
disiplinle ilgili alanlarda servis kalitesini iyilestirmek igin kritik Sneme sahiptir. Olgunluk modellerini kullanarak yapilan stire¢
degerlendirmeler segilen siireglerin gliglii ve zayif yanlarini ortaya koymaktadir. Bu siireg degerlendirme sonuglarina gore
de o6nleyici tedbirler olusmaktadir. Ancak siiregsel dlistince ve sire¢ yonetimini yerlestirmeye talep artmasina ragmen, bu
uygulamalari gerceklestirmek kolay bir islem degildir. Biz bu ¢alismamizda, saglik hizmeti stireglerini degerlendirme ve
gelistirme icin kullanilan olgunluk modellerini inceledik. Yaptigimiz karsilastirma sonucunda, saglik hizmetleri alaninda
onerilen olgunluk modellerinin tasarim kriterlerinde eksiklikler tespit edilmistir. Calismamizin sonuglarinin yeni olgunluk
modeli gelistirme sureclerinde veya varolan olgunluk modellerinin sadlik hizmeti alanina uyarlanmasi noktasinda yararli
olacagi diistinilmektedir.

Anahtar Kelimeler; saglik hizmeti, saglik hizmeti stireci, siire¢ olgunlugu, stire¢ degerlendirme,siireg iyilestirme, olgunluk
modeli, tasarim kriterleri, karsilagtirma



Konusmact
HEMSIRELERIN HASTANELERDE KULLANDIKLARI ELEKTRONIK TIBBi KAYITLAR HAKKINDAKi GORUSLERI

Hiiseyin ERIS,

Harran Universitesi, Ogretim Gorevlisi,
Sanliurfa, TURKIYE

OZET; Hastanelerde elektronik tibbi kayitlari tim sadlik calisanlar kullanmaya baglamalarina ragmen Gzellikle
hemsirelerin yogun bir sekilde kullandiklari goriilmektedir. Ulkemizde bu alanda tanimlayici yeteri kadar arastirma
yapiimadigindan dolay! bu arastirmada, hemsirelerin elektronik tibbi kayitlara iliskin gértsleri; kullanim, kalite ve kullanici
tatmini baglaminda 3 ayri faktdr olarak incelenecektir. Arastirmanin amaci, hastanelerin kliniklerinde galisan hemsirelerin,
kendi calistiklar hastanede kullandiklari elektronik tibbi kayitlara iliskin gortglerinin kullanim, kalite ve kullanici tatmini
acisindan degerlendirmesini yapmaktir. Ayrica aragtirmada kullanim, kalite ve kullanici tatmin boyutlari arasinda anlamli
iliskilerin olup olmadi§i da aciklanmaya calisilacaktir. Yéntem: Arastirma, anket esasina dayali bir alan arastirmasidir.
Aragtirma kullanilacak 6lgiim aracini olugturmak amaciyla elektronik tibbi kayitlar konusunda tilkemizde ve diinyada
yapilan yayinlar incelenmistir. Ankette 42 ifadeye yer verilmistir. Elektronik Tibbi Kayit Kullanim boyutu igin 15, Elektronik
Tibbi Kayitlarin Kalitesi boyutu igin 13 ve Kullanici Tatmini Boyutu igin 14 ifade kullaniimigtir. Aragtirma Sanlurfa ili
merkezinde bulunan Harran Universitesi Hastanesi ile Ozel Edessa hastanesinin Kiiniklerinde calisan hemsirelere
yapiimigtir. Arastirmada 6rneklem gekilmemis, hastanelerdeki kliniklerde galisan tim hemsirelere ulasmak amaglanmistir.
Arastirma sonucunda 115 hemsireden 93'lne anket uygulanmistir. Anketler 02 Ocak 2014 — 31 Ocak 2014 tarihleri
arasinda yapilmistir. Anketlere verilen yanitlar bilgisayar ortamina aktarilmis ve SPSS 11.5 kullanilarak istatistiksel
analizler yapilmigtir. Tanimlayici istatistikler, giivenirlik analizi, korelasyon analizi ve karsilastirma testleri kullaniimigtir.
Aragtirma sonucunda hemsirelerin elektronik tibbi kayitlari kullanim diizeyinin 3,59/5; elektronik tibbi kayitlarin kalitesine
iliskin degerlendirme ortalama skorunun 3,59/5 ve elektronik tibbi kayitlardan kullanici tatmin diizeyleri boyutu bakimindan
3,23/5 oldudu tespit edilmistir. Hemsirelerin elektronik tibbi kayitiardan kullanim, kalite ve tatmin boyutlarinda egitim
duizeyine gore bir farklilik olmadigi tespit edilmistir. Yas bakimindan incelendiginde ise kullanim boyutunda istatistiksel
olarak fark oldugu tespit edilmigtir. N )

Bu arastirmada Sanliurfa ili merkezinde faaliyet gdsteren Harran Universitesi Tip Fakiiltesi Hastanesi ile Ozel Edessa
Hastanesi kliniklerinde galisan hemsirelerin “Elektronik Tibbi Kayitlarin kullanimi, kalitesi ve kullanici tatmini agisindan
gorusleri degerlendirilmistir. Bu sebepten, arastirmayi Turkiye'ye genelleme yapmamiz mimkin degildir. Bu arastirmadan
once yapllan calismalarla karsilastirma yapmak agisindan ve bunda sonra bu konu ile ilgili galisma yapacaklar igin yararli
olabilir.

Anahtar Kelimeler: Hastane bilgi sistemi, elektronik tibbi kayitlar, hemsireler

OZEL EGITIM “BILGI ISLEM CALISANLARI iCIN UYGULAMALI BEYAZ

CALISMASI SAPKALI HACKER EGITIMI”

Konumaa ----- Akin TOSUNLAR, Vigasis, Siber Giivenlik Uzmant, izmir, TURKIYE
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| KISISEL VERILERIN KORUNMASI VE RIZA KAVRAMI |

Oturum Bagkam

Prof. Dr. Seval AKGUN, .

Saglik Akademisyenleri Dernedi Bagkani, St. John Uluslararasi Universitesi ITALYA,
Baskent Universitesi Hastaneleri ve Bagl Saglik Kuruluslari Kalite Koordinatdru,
Ankara, TURKIYE

Konusgmact

KiSISEL SAGLIK VERILERININ KORUNMASINDA AGIK RIZA

BERKTAS, Ahmet Esad,
T.C. Saglik Bakanligi / Ankara / Trkiye

OZET: Anayasa'nin 20 nci maddesine gore kigisel veriler ancak kanunda dngbrillen hallerde veya kisinin agik rizasi ile
islenebilir. Benzer bir hiikim 6698 sayili Kanun'da (Kisisel Verilerin Korunmasi Kanunu) da yer almaktadir. Kanun'da
sinirli olarak sayilan ve kisisel saglik verilerinin de icerisinde yer aldigi bir takim kisisel verilerin, diger kisisel verilere
oranla daha hassas oldudu kabul edilmektedir. Bu nedenle ézel nitelikli kisisel verilerin islenmesi daha kati kurallara
baglanmig olup, bu verilerin islenmesi icin yeterli 6nlemlerin alinmig olmasi sarti aranmaktadir. Kanun'un 6 nci maddesinin
ikinci fikrasina gére veri sahibinin agik rizasi olmaksizin 6zel nitelikli kisisel verilerin islenmesi yasaktir. Dolayis! ile kisisel
verilerin korunmasi hukukunda agik riza kavrami cok énemlidir. Ulkemizde agik riza kavraminin tanimi (izerinde goris
birligi bulunmamaktadir. Acik riza kavraminin tanimi, kapsami ve unsurlari net bir sekilde belirlenmeksizin kisisel saglik
verilerinin hukuka uygun bir sekilde islenip islenmedigi hususunda isabetli bir degerlendirme yapmak mimkiin degildir.
Ornegin saglik hizmeti sunucularina miiracaat eden kisilere ait saglik verilerinin Hastane Bilgi Yonetim Sistemi'nde
(HBYS) saklanmasi ve bu verilerin Saglik.Net Online merkezi saglik veri sistemine aktariimasi islemleri igin veri sahibinin
s0zIl beyani mi yoksa yazili rizasi mi gerekmektedir ya da veri sahibinin dijital ortamda isaretleyecegi bir kutucuk yeterli
olacak midir? Iste bu noktada, agik riza kavraminin yorumlanmasi konusunda gérils birliginin saglanmasi ihtiyaci ortaya
¢ikmaktadir. Kisisel verilerin korunmasi konusunda yaklasik yarim asirlik birikimi olan hukuk sistemlerinde agik rizanin,
veri sahibinin konuya iliskin agik¢a bilgilendiriimesi ve bu bilgilendirme sonucunda verecegi riza anlamina geldigi, rizanin
yazili olmasi zorunlulugu bulunmadigi gériisti benimsenmektedir. Sonug olarak ilgili kisinin agik bir sekilde bilgilendirilmesi
sonucunda verecegi her tirli rizanin, hangi sekilde verildigine bakiimaksizin, Anayasa ve Kanun'da aranilan sartlari
saglayacagini sdylemek mimkdinddr.

Amag: Ulkemizde, kisisel verilerin korunmasi hukuku agisindan agik riza kavraminin tanimi ve kapsami iizerinde goris
birligi bulunmamaktadir. Bu galismanin amaci, agik riza kavraminin dogru bir sekilde yorumlanmasi ve bu dogrultuda
kisisel saglik verilerinin islenmesinde hukuka uygunlugun daha isabetli bir sekilde degerlendirilmesine yardimci olmaktir.
Yontem: 6698 sayili Kisisel Verilerin Korunmasi Kanunu, 95/46 sayili Avrupa Birligi Direktifi esas alinarak hazirlanmistir.
95/46 sayil Direktifte agik riza kavraminin ne sekilde yorumlandiginin bilinmesinin, hukukumuz agisindan da yonlendirici
ve belirleyici olacadi distintilmektedir. Bu nedenle Avrupa Birligi'nin konuya iliskin miiktesebati incelenmistir.

Bulgular: Mehaz diizenleme olan 95/46 sayili Avrupa Birligi Direktifi'nin 29 uncu maddesi ile kisisel verilerin iglenmesine,
korunmasina ve aktariimasina iliskin konularda tavsiye kararlar almak ve raporlar hazirlamak tzere Galisma Partisi (Article
29 Working Party) kurulmustur. Madde 29 Galisma Partisi tarafindan riza kavramina iliskin hazirlanan raporda, Direktif
taslaginin ilk halinde yazili riza kavramina yer verildigi, sonrasinda bunun agik riza kavrami ile degistirildigi ifade
edilmektedir. Yine raporda agik riza kavraminin, ilgili kisinin dogru ve eksiksiz bir sekilde bilgilendirilerek, konuya iligkin
vermis oldugu ve herhangi bir sekle bagli olmayan rizay! ifade ettigi belirtiimektedir.

Sonug: Kisisel verilerin korunmasi hukukunda agik riza, yazili nza anlamina gelmemekte olup; ilgili kisinin konuya iliskin
acikca bilgilendirimesi sonrasinda verecegi ve herhangi bir sekil sartina bagl bulunmayan riza anlamina gelmektedir. Bu
uygulamanin, tlkemizde de gecerli olmasi gerektigi distinilmektedir.

Anahtar Kelimeler: Kisisel verilerin korunmasi, saglik verisi, acik riza.



Konugmact
GUVENLIK ZAAFIYETLERI VE ONLEMLERI ( CRYPTOLOCKER ORNEGINDE)

Akin TOSUNLAR,
Vigasis,

Siber Giivenlik Uzman,
izmir, TURKIYE

OzET

On binlerce calisan, on milyonlarca kisinin verileri, ylizlerce kurum arasinda entegrasyon ve veri paylasiminin oldugu
sistemler bitiinGinG basari ile yiriitmeye ¢alisan kamu bilisim ekiplerinin, degisen diinyanin ve gelisen teknolojilerin getirisi
yeni saldir yontemlerine kargi yetersiz kalmasi mevcut yapida dogal bir sonug olup tiim kritik sistemlerin 24 saat koruma
altina alinmasi oldukga hayati bir ihtiyagtir. Sistemlerde olusabilecek giivenlik zafiyetlerinin baslica temel nedenleri
sunlardir;

Giincelleme Eksiklikleri Sebebiyle Yaganan Tehditler

Yanlis Konfiglirasyon Sebebiyle Yasanan Tehditler

Yanlig Donanim Secimi Sebebiyle Yasanan Tehditler

Siradan Saldirganlarin Olugturdudu Tehditler

Hedefe Yonelik Ozel Olusturulan Tehditler

Galisanlar ( en zayif halka )

ANENENENENEN

Yukarida yer verilen her bir giivenlik zafiyetinin olusmamasi, nlenmesi ve varsa ortadan kaldirilmasi igin her biri igin ayri
ayri  planlamalar ve ¢dziimler mevcuttur. Ayrica s6z konusu ¢dziimler, sorun ayni olsa da misteriden mlsteriye /
kurumdan kuruma farklilik géstermektedir.
Alinmasi gereken dnlemler ve planlamalar asagidaki basliklar altinda inceleyebiliriz;

1. RISK ANALIZI & PENETRASYON TESTLERI

-Detayli inceleme
- Zayifliklarin belirlenmesi
- Tehditlerin Saptanmasi
- Saldirilarin Degerlendirilmesi.
2. GUVENLIK TASARIIMI
-Temeller
-Korunacak Sistem Kaynaklarinin Belirlenmesi
-Yok edilecek tehditlerin belirlenmesi
- Giivenligi Saglayacak Yontemlerin Saptanmasi
- Glivenlik Politikasinin Belirlenme

3. UYGULAMA

-Gergeklestirme

-Planlanan Politikalarin Uygulanmasi
4.  STABILITE

-Sireklligin Saglanmasi

-Ttim Adimlarin strekliliginin saglanmasi
-7 124 Monitdr Etme

-Test etme

-Erken Uyari Mekanizmasi



| SAGLIK HIZMETLERI KULLANICILARI ARASINDA |
Panel 2 MAHREMIYETIN ONEMI

Salon 1 v Toplum Sagliginda Bilisim Uyqulamalan ve Mahremiyet
v Saglik Bilisimi Ve Klinik Uyqulamalarda Mahremiyet

Oturum Bagskam

Fatih ULUCAM,
T.C. Saglik Bakanligi,

Saglik Bilgi Sistemleri Genel Miidirligi Daire Bagkani,
Ankara, TURKIYE

Konusmact

BILGI GUVENLIGi ve HASTA MAHREMIYETi: MARMARA UNIVERISITES] HUKUK FAKULTESi OGRENCILERI
PERSPEKTIFINDEN BIR GALISMA

Dablan, Selin1 Karagdz, Duygu2 Ekiz, Tutku3 Kitapgi, Nur Sisman4 Koksal, Leyla5 Aksu, Pinar Kilig6 Tarim, Mehves7
Mumcu, Gonca 8 3

1,2,3,4,5,7,8 Marmara Universitesi, Saglik Bilimleri Fakiltesi, Saglik Yonetimi Bolim, istanbul, Tiirkiye

6 Yeditepe Universitesi, Saglik Yonetimi Anabilim Dall, istanbul, TURKIYE

OzET

Amag: Bu calismanin amaci, saglik hizmetlerinde bilgi ve iletisim teknolojileri kullaniminin, bilgi glvenligi ve mahremiyet
lizerine etkisini, hukuk fakdiltesi 6grencileri perspektifinden degerlendirmektir.

Gere¢ ve Yontem:Arastirmanin evreni Tirkiye'deki hukuk fakiltelerinin 3. ve 4. sinif 6grencilerdir. Arastirmacinin
istanbul'da ikamet etmesi ve istanbul'daki herhangi bir hukuk fakiiltesinin bilgi giivenligi ve hasta mahremiyeti konusunda,
Tarkiye'deki diger hukuk fakiiltelerini temsil edebilecek nitelikte olmasi sebebi ile istanbul'dakibir fakiilte drmeklemi
olusturmustur. Bu kesitselarastirmaya Marmara Universitesi, Hukuk Fakiiltesi 3. ve 4. siniflarda égrenim géren 235 (K/E:
136/99, yas ort. 21,9 + 2.21 yil) 6grenci katilmistir. Arastirmada veriler, katilimcilarin sosyo-demografik 6zellikleri (n=3) ile
bilgi glivenligi ve hasta mahremiyetine (n=15) yonelik gorislerini iceren toplam 18 maddeden olusan anket formu ile
toplanmistir. 9 madde 5'li Likertskalasi ile geri kalanlar ise (n=6) “evet” ya da “hayir’ olarak degerlendirilmistir.

Bulgular: Bilgi ve iletisim teknolojileri kullanarak, ‘“hekimlerin hasta ile ilgili tedavi planini olusturmasi (%82,1)" ve
“hekimler arasinda bilgi aligverisinin yapilmasi kolaydir (%91,5)" ifadelerine, grubun ¢ogunlugunun katildigi gézlenmistir.
Grubun yaklasik olarak yarisi, hastalarin (%57) ve hasta yakinlarinin (%59,6) “mahremiyet hakki” konusunda yeteri kadar
bilgi sahibi olmadiklarini diislinmektedir. Grubun %88,9'u kendilerine ait sadlik verilerine E-nabiz uygulamasi (izerinden
erismek istedigini bildirmesine kargin, grubun yalnizca %41,3'U “mobil teknoloji kullanimi, bilgi giivenligi ve mahremiyeti
olumsuz etkilemez” ifadesine katiimaktadir.

Sonug: Arastirma grubunun biyiik ¢ogunlugu saglik hizmetlerinde bilgi ve iletisim teknolojilerinin kullaniimasi gerektigi
goristine katilmaktadir. Buna karsin, bu teknolojilerin bilgi glivenligi ve mahremiyet (izerindeki etkileri konusunda tam bir
fikir birliginde olmadiklari da gozlenmistir.

Anahtar Kelimeler; bilgi giivenligi, hasta mahremiyeti, bilgi ve iletisim teknolojileri
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GIRISIMSEL OLMAYAN KLINIK ARASTIRMALARDA VERI SAHIBININ AGIK RIZASI ALINMAKSIZIN KULLANILAN
KISISEL SAGLIK VERILERININ DURUMU

Gamze KARAKOG, Ahmet Esad BERKTAS,
T.C. Saglik Bakanligi, Saglik Bilgi Sistemleri Genel MidUrlig,
Ankara, TURKIYE

Ozet:

Kisisel veri, kimligi belirli veya belirlenebilir gergek kisiye iliskin her tiirlii bilgiyi; veri sahibi, kisisel verisi islenen gercek
kisiyi; veri sorumlusu, kisisel verilerin isleme amaglarini ve vasitalarini belirleyen, veri kayit sisteminin kurulmasindan ve
yonetilmesinden sorumlu olan gergek veya tiizel kisiyi; veri isleyen ise veri sorumlusunun verdigi yetkiye dayanarak onun
adina kisisel verileri isleyen gergek veya tizel kisiyi ifade etmekte olup, kisisel verilerin islenmesi bakimindan bunlarin
disindaki kisiler digtincii kisi olarak adlandirimaktadir. Kisisel verilerin korunmasini talep etme hakki, 6zel hayatin gizliligi
kapsaminda temel hak ve 6zgiirliikler arasinda zikredilmektedir ve basta Anayasamizin 20 nci maddesi olmak izere
bircok hukuki diizenleme ile teminat altina alinmistir. Buna gore herkes, kendisiyle ilgili kisisel verilerin korunmasini isteme
hakkina sahiptir. Kisisel veriler, ancak kanunda 6ngorilen hallerde veya kisinin acik rizasiyla islenebilir. Uygulamada,
anonim hale getirilmemis veya kisisel 6zelliklerinden arindirimamis kisisel saglik verileri ile, yalnizca etik kuruldan izin
almak suretiyle, retrospektif calismalari da iceren girisimsel olmayan klinik arastirmalarin yapilabildigi gézlemlenmistir. Her
ne kadar 6698 sayili Kisisel Verilerin Korunmasi Kanunu'nun 28 inci maddesinin birinci fikrasinin (c) bendi, bilimsel
amaglarla islenen kisisel verilere Kanun hikimlerinin uygulanmayacagina hikmetse de; basta uluslararasi sozlesmeler,
Anayasa ve Hasta Haklari Yonetmeligi olmak (zere ilgili mevzuat uyarinca kisisel saglik verilerinin veri sahibinin izni
alinmaksizin iglenmesi, hukuka uygunluk arz etmemektedir. Ozellikle Hasta Haklari Yonetmeligi'nin 23 tincii maddesinde,
arastirma ve egitim amaci ile yapilan faaliyetlerde dahi hastanin kimlik bilgilerinin rizasi olmaksizin agiklanamayacagi
hikmi bulunmaktadir. Sonug olarak girisimsel olmayan klinik arastirmalarda kisisel ézelliklerinden arindinimamis saglik
verilerinin dglincy kisilere aktarilabilmesi igin, ilgili kisilerin agik rizalarinin alinmasi gerekmektedir.

Amag: Girisimsel olmayan klinik arastirmalarda kullanilacak kisisel saglik verilerinin temini siirecinde, kisisel verilerin
korunmasina iliskin yasal diizenlemeler ile hasta mahremiyetinin ihlal edilebildigi ve bu noktada veri sorumlularinin yeterli
farkindalik diizeyinde olmadiklari tespit edilmistir. Bu calismanin amaci, bu sireglerin hukuka uygun héle getiriimesine
yardimci olmaktir.

Yontem: Girisimsel olmayan klinik aragtirma yapmak icin yetkili merciye bagvuruda bulunan Ggiinci kisi tarafindan talep
edilen saglik verilerinin, veri sorumlusu tarafindan tglincti kisiye aktarilirken kisisel 6zelliklerin arindiriimis veya anonim
hale getirilmis olup olmadigini tespit edebilmek igin, Turkiye'nin farkli bélgelerinde bulunan ve prosedurleri ilgili mevzuat
geregince birbirinden farkli olan birden fazla kurumda g6zlemsel galisma yapilmistir. Takip edilen bagvurularin mevzuata
uygunlugu incelenmistir.

Bulgular: Uygulamada, girisimsel olmayan klinik arastirma yapmak igin talep edilen saglik verilerinin, hukuki dayanaktan
yoksun bir takim gerekgelerle, kisisel 6zelliklerinden arindiriimaksizin Gglincu kisilere aktarilabildigi gérilmistir.

Sonug: Iigili mevzuat geregince girisimsel olmayan Klinik arastirmalarda kisisel saglik verilerinin kullaniimak istenmesi
halinde veri sorumlusu tarafindan ilgili Kisilerin agik rizasinin alinmasi gerekmektedir. ilgili kisilerin agik rizalarinin
alinmamis olmasi halinde, kisisel saglik verilerinin veri sorumlusu tarafindan Gglnci kisilere aktariimasi hukuka uygun
degildir. Veri sahibinin agik rizasini almaksizin kisisel saglik verisini tiglincli bir kisiye aktaran veri sorumlusunun; hukuki,
idarf ve cezal sorumlulugu dogmakta olup, ciddi yaptinmlarla karsi kargiya kalma ihtimali bulunmaktadir.

Anahtar Kelimeler; Kisisel verilerin korunmasi, girisimsel olmayan klinik arastirma, hasta mahremiyeti, saglik verisi, agik
rza.
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Salon 1 o . . . . . . . . o ..
aon DEGERLENDIRILMESI, KiSISELLESTIRILMIS SAGLIK VE MOBILITE

Oturum Bagkam

Yrd. Dog. Dr. Taskin KILIC,
Glimishane Universitesi, Saglik Bilimleri Fakiiltesi,
Saglik Yénetimi Boliimii, Gimiishane, TURKIYE

Konusmact

MOBIL SAGLIK (mSAGLIK); HASTANEDEN AKILLI TELEFONA

Yrd. Dog. Dr. Taskin KILIC,
Giimiighane Universitesi, Saglik Bilimleri Fakiiltesi,
Saglik Yénetimi Boliimii, Gimiishane, TURKIYE

AMAG: Diinya Saglik Orgiitii'ne gére; diinyada 5 milyar kisi cep telefonu (WHO,2016), ayrica diinyada 3 milyar 419 milyon kisi
aktif olarak intemet kullanmaktadir (dijitalajanslar.com). Telefon ve intemet kullanan insan sayisinin, biyik bir gogunlugu
olusturdudu glinimizde; neden? Telefon ve internet yoluyla insanlara saglik hizmeti sunulmasin ya da saglik ile ilgili veri
aligverisinde bulunulmasin?. Bu soruya evet yanitini veren kurumlar akilli telefon, tablet, kisa mesaj servisi ve web sayfasi gibi
mobil iletisim araglarini saglik hizmetlerinde kullanmaya bagslamiglardir. Bu uygulamalara “Mobil Saglik (mSadlik)’ adi
verilmektedir.

mSadglik; akilli telefon, web sayfalari, mesaj servisleri, tabletler ve kablosuz tasinabilir araglar ve uygulamalar kullanilarak, saglik
hizmeti sunulmasi, saglikla ilgili veri aktariimasi ve uzak mesafelerden saglikla ilgili iletigimin saglanmasidir. Hastalara akilli telefon
yazilimi ile tani, teshis ve tedavi sunulmasi, online platformda saglik testleri yapilmasi, bilgisayarlar araciligiyla hastaliklarin
tedavisi icin oyun ve uygulamalar gelistirimesi mSaghk uygulamalarina drnek teskil etmektedir(Kilig,2016).

Bu caligma kapsaminda Tiirkiye ve diinyada mSaglik uygulamalarindan bagarili ve iyi drekler (best practices) ele alinacaktir.
YONTEM: Calismada nitel arastirma teknikleri (milakat ve igerik analizi) kullanilmistir. Bu kapsamda arastirma verileri,
Hollanda'da mSaglik konusunda hizmet veren adrenal.eu koordinatdrii (Johan G. Beun) ile sistem hakkinda yapilan miilakat,
ayrica mSaglik uygulamasina sahip olan web sitelerinin igerik analizi ile incelenmesi yoluyla elde edilmistir.

BULGULAR: Calisma kapsaminda saglik hizmeti sunumunda bazi mSaglik araglarinin kullanildigi tespit edilmistir. Bu
uygulamalardan bazilari agagida aktariimigtir.

Myskinpal: Akilli telefonlara uyumlu ve cilt hastaliklarini teshis etmek icin gelistirilen yazilimdir (www.myskinpal.com).
Adrenals.eu: Bobrekistli bezi hastalari, hasta bakicilar ve sadlik calisanlari icin, online platformda bilgi ve (riinler sunan Hollanda
merkezli ve kar amaci gltmeyen kurulus olan “BijinierNET"in, mSagdlik amagli olusturdugu bir portaldir. Adrenals.eu, web sitesi,
akilli telefon uygulamasi, Youtube videolari, animasyonlar, bilgilendirici kartlar ve kriz kitleri ile Adison hastaliginin teshis, tedavi ve
takibinde Hollanda ve AB (ilkelerinde aktif olarak kullanilan iicretsiz bir uygulamadir(www.adrenals.eu).

Mobil ilkyardim Uygulamasi: Anadolu Saglik Merkezi tarafindan gelistirilen Mobil ilk Yardim Uygulamasi “Epilepsi, Zehirlenme,
Kene Isingi, Yaralanma gibi birgok konuda ilk yardimin nasil yapilacagina dair talimatlar sunmaktadir (www.anadolusaglik.org).
e-Diyetisyen Uygulamasi: 2008 yilinda diyetisyenler Serkan Tutar ve Gizem Seber tarafindan kurulmus olan ve online beslenme
danismaligi hizmeti veren site, diyet ile ilgili pek gok uygulamayi online ortamda sunmaktadir(www.e-diyetisyen.com).

Saglk Metre: Turkcellin mSaglik uygulamasi icin gelistirdi§i cihaz kronik hastalardan bazi verileri (tanisyon, nabiz vb.) alip
kablosuz olarak telefona, oradan da ilgili saglik kurumuna aktarabilmektedir (www.turkcell.com.tr).

Online Doktor Viziti: ABD'de gelistirilen ve cok sik kullanilan mobil uygulama “Amwell” ile gériintiili olarak doktorla gériisip
tavsiye alinabilmektedir(www.amwell.com).

SONUG: Saglik kurumlari ve bireysel saglik hizmet sunuculari mSaglik araglarini; bilgilendirme, veri aktarimi teshis ve tedavi
amagli olarak kullandiklari gériilmektedir. mSaglik araglari sayesinde hastalarin zaman ve mekan sinirlamasi olmadan 7/24 saglik
hizmetine ulagabildikleri ve giderek ilgili ilkelerde hastaneye basvuru sayilarinin azaldigi tespit edilmistir.

Anahtar Kelimeler; mobil saglik, mSaglik, e-Saglik

Kaynaklar: Kilig, T. (2016). e-Saglik ve Teletip, AZ Kitap, istanbul.
WHO,(2016). http://www.who.int/goe/publications/ehealth _series vol3/en/
www.dijitalajanslar.com/internet-ve-sosyal-medya-kullanici-istatistikleri-2016/
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KISISEL SAGLIK KAYDI SISTEMi E-NABIZ'IN HASTA GUGLENDIRMESI VE BILGi GUVENLIGI AGISINDAN
DEGERLENDIRILMESI

0zan BEYHAN, Filiz GUL, Mahir ULGU
T.C. Saglik Bakanligi, Saglik Bilgi Sistemleri Genel Midurlig,
Ankara, TURKIYE

OZET:

Tiirkiye'nin kisisel sadlik kaydi sistemi olan e-Nabiz'da bilgi glivenligi ve veri mahremiyeti, en az bireylere sunulan saglk
hizmeti ve tedavi siiregleri kadar 6nem arz eden bir konudur. Bu sebeple sistem altyapisi; verilerin sifrelenmesi ve hizmet
sunuculari ile hizmeti alan kisiler arasinda givenli bir iletisim altyapisi sunulmasi temeline dayanmaktadir.

AMAG: Bu bildirinin amaci e-Nabiz elektronik/kisisel saglik kaydi sistemini hasta giiclendirme ve bilgi giivenligi agisindan
degerlendirmektir.

Dinyada saglik alaninda bilgi ve iletisim teknolojilerinden basta kurumsal bir ihtiyaci karsilamaya yénelik olarak
faydalanilmis olsa da 6zellikle son 10 yilda gelisen bilisim ve iletisim teknolojileriyle ihtiyag ve taleplerde degisiklikler
gozlemlenmistir. Saglik hizmetlerinin temeline sadece bireylerin tedaviye ve tedavi olanaklarina erisimi degil, bu erigimi
kolaylastiracak ve hastayi giiglendirecek aplikasyon ve altyapilar da girmistir. Bu yeni anlayis ile hastayi gl¢lendirme ve
sagligini bizzat kendisinin kontrol edebilmesini saglayarak tedavinin merkezine alma konusu, en az tani ve tedavi siregleri
kadar Gnem arz etmeye baglamistir.

Diinya Saglik Orgiitii[1] hasta giiglendirmeyi insanlarin sagliklarini etkileyen kararlar ve eylemler {izerinde daha fazla
kontrol kazanma stireci seklinde tanimlamaktadir. Bireyleri saglik alaninda gu¢lendirmenin ilk adimi, kendilerine ait gegmis
tim saglik verilerine erisme imkani saglamak, bu verileri yonetme yetkisine sahip kilmak ve bu yolla saghigini bizzat takip
edebilmesine imkén tanimaktir.

Giinimuzde saglik verilerinin niteli§i ve niceligi diisiinildigi zaman, bu biylik veriyi vatandaslarin erisimine sunmak,
ancak bilgi ve iletisim teknolojileri sayesinde miimkiin olmaktadir. Bu amagla gelistirilen e-Nabiz kisisel saglik sistemi, T.C.
Saglik Bakanliginin tiim vatandaslarin kullanimina sundugu, Bakanliga bagli tim saglik kuruluslarinin bilgi sistemleriyle
entegre caligan bir elektronik saglik kaydi sistemidir. e-Nabiz ile tim vatandaslar, saglik tesisi ziyaretleri, regete bilgileri,
raporlar, konulan teghisler, yapilan tetkikler, tibbi gérintiiler; kemik iligi, kan ve organ bagisi bilgileri, alerjiler ve doktor
muayene randevulari gibi sagdlik kayitlarna masalisti ve mobil cihazlardan 7/24 erigebilmekte, giyilebilir saglik
teknolojilerini ve mobil saglik cihazlarini kullanarak olusturdugu gunlik saglik verilerini sistemine otomatik olarak
kaydedebilmekte, dilerse belirledigi kurallar gergevesinde bu kayitlarin timiini ya da bir kismini belirledikleri stire boyunca
hekimi ve/veya yakinlariyla paylasabilmektedir.

e-Nabiz sisteminin T.C. Saglik Bakanligina bagli tim saglik kuruluslarinin bilgi ydnetim sistemleri ile entegre calismasi,
stirekli olarak artan saglik verisinin hacmi ve son kullanicinin kontroliinde olan gok gesitli fonksiyonlar icermesi, akillara
sistemin glivenligi ve kisisel verilerin mahremiyeti konusunu getirmektedir.

Bilgi glvenligi ve veri mahremiyetini saglamak igin gelistirilen uygulamalarin en az sistemin kendisi kadar strdrilebilir
olmasi gerektiginden; e-Nabiz sisteminde en yiiksek seviyede giivenlik tedbirleri uygulanmaktadir. Verilerin Private Cloud
ile dinamik olarak yonetimesi saglanmakta, sistem; hatalara, saldirilara ve felaketiere karsi toleransli bir sekilde
calismaktadir. Ote yandan e-Nabiz'da tim veriler sifrelenerek gizli hale getirilmis (kriptolanmis) halde saklanmaktadir ve
bu verilere yalnizca vatandaslar, e-Devlet platformu (izerindeki e-Devlet sifresi, e-imza veya mobil imza uygulamalarini
kullanarak erigsebilmektedir. Verilerin paylagimi yine vatandasin kontrolinde olup sistem Uzerinden bizzat izin vermedigi
stirece higbir yakini veya hekim tarafindan gériintiilenememektedir.

SONUG: E-Nabiz'da yer alan biiylik verinin giivenligi yetki altyapisi ve kisisel verilerin simetrik algoritmayla sifrelenmesi
sayesinde mimkin olmaktadir. Bu mekanizmalar sayesinde saglanan bilgi gtivenligi, Tlrkiye'de hasta glglendirme
strecinin stirdirilebilirligine dogrudan katki saglamaktadir.

[1]Health promotion glossary. Geneva: World Health Organization; 1998.

Anahtar Kelimeler; Sagdlik bilisimi, elektronik saglik kayd, bilgi giivenligi, hasta giiclendirme.
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SAGLIK HiZMETINDE TEKNOLOJi KULLANIMI VE MOBIL HiZMETLER

Seyyal HACIBEKIROGLU - o
Acibadem Saglik Grubu, istanbul, TURKIYE

Panel 3 SAGLIK SURECLERININ 1YILESTIRILMESI ve
Salon 1 VERI GUVENLIGI

Oturum Bagskam

Uz. Efe Serkan BOZ
Haydarpaga Numune Egitim ve Arastirma Hastanesi, Bashekim Yardimcis,
Mikrobiyoloji ve Klinik Mikrobiyoloji Uzmani, Istanbul, TURKIYE

Konusmac

SAGLIK ALANINDA YENi VE GOKLU TEKNOLOJi KULLANIMININ VERIMLILIK, i$ SUREGLERi VE ADAPTASYON
UZERINE ETKILERI

Erdener BATAR, Ankara il Saglik Miidirligi-112 Bashekimligi, Ankara, TURKIYE
Erman KAYA, Ankara Il Saglik Miidiirligi-112 Bashekimligi, Ankara, Trkiye

OzET
Saglik alaninda, elektronik, bilisim ve iletisim teknolojilerinin kullanimi hizmetin kalitesi, verimliligi, hasta ve galisan
memnuniyeti gibi gesitli faktorleri dogrudan etkilemektedir.

Bu calismada Ankara 112 il Ambulans Servisi Bashekimligi Komuta Kontrol Merkezi (KKM), Idari birimler ve istasyonlarda
kullanilan bilgisayar yazilimlarinin birbirleriyle olan etkilesimleri sonucunda, is yapma sregleri ve sonuglar Gzerinde olan
“verimlilik” etkilerinin gézlemlenmesi amaglanmistir.

Bu arastirma; ASOS (Acil Sadlik Otomasyon Sistemi), ARMAKOM ve ACM (Acil Gagri Merkezi) yazilimlarinin
incelenmesi ile olugturulmustur.

incelenen bilgisayar yazilimlarinin is yapma siireglerine verimiiligi arttirma yéniinde katkilari gdzlenmistir. Ornegin;
ambulans istegi icin arama yapan kisinin konum bilgilerine otomatik ulagiimaktadir ve fazla mesai hesaplamalari otomatik
olarak yapilabilmektedir.

Ancak coklu program kullanilmasindan dolay! ortaya ¢ikabilen olumsuz etkilerin (6rnegin programlardan biri
yavasladiginda diger programlarin calisma hizi 6nemini kaybedebiliyor) iyilestiriimesi ile mevcut fayda daha da
arttinlacaktir.

Anahtar Kelimeler; Hastane Oncesi Acil Saglik Hizmetleri, Yazilim, Goklu Teknolojiler
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SAGLIK SUREGLERi YONETIMi iGiN SUREG MADENCILIGI

Tugba ERDOGAN - Hacettepe Universitesi, Bilgisayar Mihendisligi Bslimii, TURKIYE
Ayca Tarhan - Hacettepe Universitesi, Bilgisayar Miihendisligi Bolimi, TURKIYE

OZET

Farkli endustriyel ortamlarda uygulanan Stre¢ Madenciligi, is stregleri yonetimi igin etkili bir yontem olarak kabul
edilmektedir. Saglik alaninda, stire¢ iyilestirmeyi desteklemek igin bu teknigin uygulandigi ¢alismalar mevcuttur. Bu
bildirinin hazirlanma asamasinda literatir, sistematik esleme calismasiyla [1] taranmistir. Bulunan 50 calismadan saglik
slireg iyilestirme igin slirec madenciligi teknigini kullanarak nicel fayda belirten 3 calisma genel 6zelliklerine gore
incelenmigtir.

AMAG; Agirlikla insan odakli ve bilgi yogunluklu olan saglik siregleri ile her giin yiiksek riskli hizmetler, 6nemli sayida
hastaya sunulmaktadir. Bu nedenle, is siireci iyilestirme ve klinik kilavuzlar beraber, saglik alaninda onemli arastirma
konularidir. Stire¢ Madenciligi son on yilda is stireci yonetimi igin popliler bir teknik haline gelmistir [2]. Bu teknik olay
gunluklerine dayali is siireglerinin kesfi, dogrulanmasi ve gelistirimesi dahil olmak iizere, gesitli alanlarda uygulanmistir.
Saglik alaninda klinik ve saglik stirecleri veya onlarla iligkili bilgi sistemlerinin degerlendirimesini hedefleyen
uygulamalardan sadece birkag tanesi, performans iyilestirme igin nicel sonug gikardigini raporlamistir. Bu galismada, bu
nedenle; slre¢ iyilestirme yoniyle saglik streglerinde, daha ézelinde Klinik izlemlerde, sire¢ madenciliginin
uygulanmasiyla raporlanan faydalara genel bir bakis saglamak hedeflenmistir.

YONTEM; Literatiir taramada bulunan bildiriler; arastirma ydntemi, sagladigi katki, siireg madenciligi faaliyet tiirdi, klinik
verinin kaynag, Klinik verileri analiz etmek icin kullanilan stireg madenciligi teknikleri ve saglanan yarar tlrleri agisindan
analiz edilmigtir.

BULGULAR; Siireg iyilestirme raporlayan calismalari inceleyecek olursak: ilk calismada [3], genel poliklinik stregleri
Flowchart ile tanimladiktan sonra; Delta Analizi siire¢ madenciligi teknidi uygulanmig, sire¢ tanimi ve gergeklestirimi
arasinda Benzerlik Olgsti %89 olarak hesaplanmis ve simiilasyon sonuglari iyilestirme igin kullaniimistir. Diger ¢alismada
[4] ise travma resusitasyon klinik izlemi BPMN notasyonu ile tanimlanmig ve Trace Alignment stire¢ madenciligi teknigi
uygulanarak suregteki bazi etkinliklerin iyilestirmeye fayda sagladigi nicel olarak gdsterilmistir. Son calismada ise bir
hastanenin troloji bélimundeki klinik suregler [5], Declare Model ile tanimlanip Declare Checker ile analiz edildikten sonra;
stireg ve gergeklestirimler arasindaki farkliliklarin, stireg modeli taniminin gelistiriimesi igin kullanilabilecegi gosterilmistir.
SONUG; Siire¢ madenciligi teknigi, klinik ve sagdlik streglerini iyilestirmede etkili olabilmektedir. Ne var ki alanda, teknigin
uygulanmasiyla olumlu etkileri nicel olarak ortaya koyan galismalara ihtiyaci oldugu gériilmektedir.

Anahtar Kelimeler; Klinik izlem Analizi, Saglik Streg iyilestirme, Stre¢ Madenciligi
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Oturum Bagskam

Av. Giirbiiz YUKSEL
T.C. Saglik Bakanligi, Saglik Bilgi Sistemleri Genel Midurltg,
Hukuk Koordinatori, Ankara, TURKIYE

Konusmact

LINUX iSLETIM SISTEMi VE KAMUDAKI UYGULAMALARI

Fatih ULUCAM,
T.C. Saglik Bakanligi,

Saglik Bilgi Sistemleri Genel Midurligd,
Daire Bagkani, Ankara, TURKIYE

Ozet

Giinimiizde kullanilan isletim sistemlerinin yayginligi; yaygin kullanilan igletim sistemlerinin neden tercih edildigi ve Linux
isletim sisteminin genel anlamda ne kadar bilindigine yonelik bir arastirmayi igermektedir. Isletim sisteminin basit bir
modelleme Uzerinde anlatimini ihtiva etmektedir. Kamu Kurum ve Kuruluslarinda Linux isletim sistemi kullanim alanlarini
inceleyerek neden biiyik oranda kullaniimadigi, kullaniimamasindaki etkenleri ortaya koyma amacini tagimaktadir.

Bu galisma Linux isletim sistemi kullanmak isteyen Kamu Kurum ve Kuruluslarina bir model teskil edecektir.

AMAG : “isletim Sistemi” kavramini kitabi bilgiden arindirarak mantiga dayali bir yaklasimla modellenmesi ve Linux
isletim sisteminin Kamuda kullanilmama nedenlerini ortaya koymaktir.

YONTEM : Bu arastirmada, kamu kurum ve kuruluslarda kullanilan igletim sistemleri; sunucu ve son kullanici bilgisayartari
olmak Uzere iki kategoride incelenmistir. Ihtiyaca bagl olarak kullanilan isletim sistemleri bu galismada dikkate
alinmamistir.

BULGULAR : 172 Kamu Kurum ve Kuruluglarinda yapilan calismada (33 KiT ve 176 Universite dahil edilmemistir) Linux
isletim sistemini son kullaniciya yonelik olarak kullanan 5 Kurum / Kurulug'un oldugu, sistem odalarindaki sunucularda
Linux kullanan Kamu Kurum ve Kuruluslarinin ise 30 oldugu saptanmistir.

SONUGLAR : Bulgular incelendiginde Kamu kurum ve kuruluslarinda Linux igletim sistemi ve agik kaynak kodlu
yazilimlarin blyik oranda kullanilimamasinin sebepleri;

. Kurum ve Kuruluglardaki tist yoneticinin ikna edilememesi / risk almamasi,

e Destek verecek firmalarinin az sayida ve/veya yetersiz olmasi,

. isletim sistemleri ile ilgili yasal mevzuatin (kanun ve yénetmelikler) olmamasi,
Belli bir hedef koymadan gegislerin yapiimasi, bir sorunla karsilasildiginda Linux isletim sisteminden tamamen vazgegildigi
gortsmustir.

Anahtar Kelime: Linux nedir, Kamu alaninda Linux kullanimi



Konugmact
SAGLIKTA BiLGi GUVENLIGi VE TIBBi CIHAZLARIN HACKLENMESi

Av. Giirbiiz YUKSEL,
T.C. Saglik Bakanligi, Saglik Bilgi Sistemleri Genel Miidirltigd, Hukuk Koordinatdrd,
Ankara, TURKIYE

OZET:

Bu ¢alismadan beklenen fayda; bilgi glivenligi konsepti icerisinde bir alt baglik olarak tibbi cihazlarin givenligi/hacklenmesi
konusunda toplumsal duyarliligi artirmaya yonelik bir farkindalik olusturmaktir. Nihai cikti olarak ise, dzellikle saglik
sektoriinde gerek cihaz teknolojisiyle ilgili olanlarin ve gerekse bu cihazlarin kullanilacadi saglik tesis, kurum veya
merkezlerin igleticilerinin bilgi guvenligi calismalari icerisinde bundan bdyle tibbi cihazlarin hacklenmesini dnlemeye
yonelik kurumsal ve bireysel dnlemleri almalarini saglamaktir.

Bu calismada saglik bilisimi icerisinde gok yeni bir konu olan tibbi cihazlarin hacklenmesi, diinyada yasanan ek veya
pilot sayilabilecek lokal calismalarin isi§inda islenerek, tibbi cihazlarin hacklenmesinin olasi neticeleri ile 6nlem anlaminda
yapilmasi gerekenler kisaca anlatilacaktir.

Tibbi cihazlarin hacklenmesi konusunda henliz tlkemizde teknik anlamda bilimsel bir calisma yoktur. Yine spesifik olarak
bu konuyla ilgili herhangi bir yasal diizenleme olmadigi gibi dolayli da olsa bu husus herhangi bir mevzuatta da yer
almamaktadir. Her ne kadar llkemizde tibbi cihazlarin tasarimina, siniflandirimasina, Uretimine, piyasaya arzina, hizmete
sunulmasina ve denetlenmesine iliskin usul ve esaslari diizenleme amaciyla Saglik Bakanligi tarafindan gikariimis olan
“Tibbi Cihaz Yénetmeligi” yirirlikte ise de, s6z konusu ydnetmelikte tibbi cihazlarin hacklenmesine yonelik hicbir
dlzenleme bulunmamaktadir. Bu calismada kisaca bu yonetmelikten de bahsedilecektir.

Anahtar Kelimeler: Givenlik, Tibbi Cihaz, Hacklenme, Farkindalik.

— BiLGI GUVENLIGI, MAHREMIYET, UYGUNLUK, HESAP
Salon 1 VEREBILIRLILIK VE ENTEGRASYON

Oturum Bagkam

Prof. Dr. Seval AKGUN, i
Saglik Akademisyenleri Dernedi Baskani, St. John Uluslararasi Universitesi ITALYA, L
Baskent Universitesi Hastaneleri ve Bagl Saglik Kuruluslar, Kalite Koordinatérti, Ankara, TURKIYE

Konusmac

BiLGi GUVENLIiGi FARKINDALIGI MEVCUT DURUM ANALIZi: KAMU KURUMU ORNEGI

Erman KAYA, Ankara il Saghk Miidiirliigii-112 Bashekimligi, Ankara, TURKiYE
Asli AYIK, Ankara Il Saglik Mudarligti-112 Bashekimligi, Ankara, TURKIYE

OzET : “Bilgi glivenligine” iliskin biling ya da farkindaligin artiriimasi kurumsal faaliyetlerin amaca uygun ve sorunsuz bir sekilde
yiiriitiimesinde biiyiik 5nem tagimaktadir. Bu galigmada; Ankara 112 il Ambulans Servisi Baghekimligi Idari Biirosunda ve Komuta
Kontrol Merkezi'nde (KKM) calisan personellerin bilgi glivenligi egitimi ve kisisel 6zellikleri ile bilgi giivenligi farkindaligi arasindaki
iligkinin ortaya konulmasi hedeflenmistir ve farkindalik puanlari hesaplanmistir. Arastirma; Saglik Bakanligi Saglik Bilgi Sistemleri
Genel Midirligii tarafindan olusturulan “Bilgi Giivenligi” anketi kullanilarak yapilmistir. Arastirma evrenini Ankara 112 Il Ambulans
Servisi Baghekimligi idari Biiro ve KKM' de calisan 250 personel olusturmakta olup; 25-30 Agustos 2016 tarihleri arasinda izinli,
raporlu vb. nedenlerle gérevde olmayan personele anket uygulanamamistir (25 anket veri eksikligi nedeniyle degerlendirmeye
alinamamistir). Verilerin normal dagilim gésterdigi belirlenerek, parametrik analizler uygulanmigtir. KKM ve Idari birim aliganlarinin
“bilgi giivenligi” farkindaligi toplam puan ortalamasi “iyi” seviyededir. Cinsiyet, yas, egitim diizeyi, unvan, gérev siiresi” degiskenleri
ile bilgi giivenligi toplam puan ortalamasi arasinda anlamli farklilik saptanmamistir. Ancak “bilgi glivenligi veya intemet glivenligine
yonelik egitim” alanlar ile bu egitimi almayanlar arasinda istatistiksel olarak anlamli farklilik saptanmistir (t(139)=-3,362, p.

Anahtar Kelimeler; Bilgi giivenligi, Bilgi giivenligi egitimi, Bilgi glivenligi farkindaligi
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| SAGLIK BiLiSiMi VE BiLGi GUVENLIGINDE STANDARTLAR VE |
Konferans 6 UYGULAMALARI

Salon 1 SAGLIK BILISIMINDE KALITE OZELLIKLERT VE KALITE
DEGERLENDIRME VE AKREDITASYON

Oturum Bagskam

Prof. Dr. Seval AKGUN, i
Saglik Akademisyenleri Dernedi Bagkani, St. John Uluslararasi Universitesi ITALYA, L
Baskent Universitesi Hastaneleri ve Bagl Saglik Kuruluslari, Kalite Koordinatérti, Ankara, TURKIYE

Konusmac

SAGLIKTA GELECEK PERSPEKTIFi; 2030 YILINDA HASTANELER YERINDE OLACAK MI?

Kilig, Tagkin., Bostan, Sedat.
Gilimushane Universitesi, SBF, Saglik Yonetimi Bélimi, Glimishane/Tiirkiye

OZET

AMAG: Bilgi ve iletisim teknolojilerinin hayatimiza girmesi ile birlikte ugak bileti, yemek siparisi, online aligveris, egitim, bankacilik
ve mental terapi gibi birgok hizmeti online olarak alabilmekteyiz. Bu arastirmanin odak noktasi olan saglik sistemlerine
baktigimizda; “e-Saglik, tele-tip, mobil saglik, dijital hastaneler, robotik sadlik” gibi teknolojik uygulamalarin, gelismis Ulkelerde
sektorlin her kademesinde kullaniimakta oldugu gortiimektedir. Diger sektérlerde oldudu gibi, teknolojik araglarin saglik alaninda
kullaniimasi, verilen hizmetlerin yapisini, sunum seklini ve mecrasini degistirmistir. Diger taraftan bu tir uygulamalar bireye 6zgii
saglik hizmeti sunumuna olanak tanimig, maliyetlerde ve hasta bekleme sirelerinde azalma gibi ek yararlari da beraberinde
getirmistir. Ornegin, diinyanin en iyi Saglik ve eSaglik sistemlerinden birine sahip olan Hollanda’da mental rahatsizligi olan
hastalarin %50’si hastaneye gitmeden “tele-tip yontemi (video konferans)” ile teshis ve tedavi edilmekte olup bu bransta hasta
beklemelerinde, yatis siirelerinde ve saglik giderlerinde ciddi oranda iyilesmeler séz konusudur (Kilig,2016). Bu kapsamda bu
calismada Saglik hizmeti veren hastanelerin gelecek 15 yili, gelistirilen bir nerme ile birlikte ele alinip sektdérde meydana gelecek
muhtemel degisiklikler (Hastane binalari vb.) irdelenecekir.

YONTEM: Sagdlik sektdriinde yasanan mevcut teknolojik gelismeler isidinda, saglik sektoriiniin gelecedine dair bir 6nerme
gelistiriimistir. Bu kapsamda e-Saglik konusunda iyi rnek teskil eden Hollanda’'nin sistemi incelenmis ve 6nerme tartigiimistir.
BULGULAR ve TARTISMA; Onerme: 2030 yilinda, giiniimiizde var olan hastane binalan yerinde olacak mi?

Bilgi teknolojilerinin hayatimiza girmesi ile birlikte birgok hizmeti online olarak alabilmekteyiz. Biligim teknolojilerinin gelisme hizina
bakilirsa; 2030 yilinda teknoloji kullanimi ve yeni teknolojik araglarin yasamamiza girmesi gok daha st dizeye gikacaktir. Bu
gelismelerin etkisi ile; kan tahlili, solunum testi, EKG, ultrason, dahili brangtaki muayeneler, kontrol, takip, ilag yazimi,
diyet, fizik tedavi, enjeksiyon vb. islemler icin hastaneye ok nadiren gidilecektir (Ameliyat gibi steril ortamlarda yapiimasi
gereken cerrahi girisim gerektiren durumlar harig). Bu hizmetlerin pek gogu; ev ortaminda mobil cihazlar araciigiyla yahut Aile
Hekimleri ve yerel klinikler (zerinden verilebilecektir. Ornegin, 2016 yili itibariyle e-Saglik sistemini aktif olarak kullanan
Hollanda'da ikinci ve tiglincii basamak saglik kurumlarina sevk orani sadece % 4'tiir. Diger taraftan son yillarda bazi hastaneler
hizmetlerini dijital ortamda (kagtsiz) vermektedir.

Yukaridaki gelismelere bakilirsa; 2030 yilinda yatak sayisi ¢ok biiylk hastanelere gerek kalmayacak, bunun yerine mobil saglik
uygulamalari, evde bakim hizmetleri, online tedavi gibi e-Saglk uygulamalarinin kullanimi ve yelpazesi genisleyecektir.
Dolayisiyla tarihten gliniimiize hep yasamimizda var olan; Selguklu ve Osmanli déneminde “Sifahane” olarak isimlendirilen
(normal tibbi tedavinin yaninda mizik ve su ile tedavi yapilabilen yerler), giinimuzde ise “Hastane” ismi ile devam eden hastane
binalarinin, 2030 yilinda tamamen yok olmayacagi rahatlikla ifade edilebilir. Ancak Ornegin, Hollanda'da ok sik kullanilan e-
Mental Terapi, e- cilt hastaliklar, evde saglik hizmetleri ile hastalar gériintlilii olarak doktorla goristip tedavi alabilmektedirler.
SONUG: 2030 yilindaki hastane binalari, fiziksel yapi ve yatak sayisi olarak daha kiigiik, buna karsin eSaglik sistemi ve ist dizey
teknoloji ile donatilmig, hizmet yelpazesi ve agi ile hastane disindaki uzak bélgelere (evlere ve mobil cihazlara) hizmet gotiiren bir
yapida ve dijital teknoloji ile donatilmis olmasi muhtemel bir beklentidir.

Anahtar Kelimeler; Sadlikta Gelecek Perspektifi, Dijital Hastaneler, E-Saglik
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LABORATUARDA KALITE, MALIYET OLGUTLERININ OPTIMiZASYONU UZERINE BIR ARASTIRMA;
ANLIK MALIYET MODELLEMESI

NALBANT Ahmet(1) - AYDOS Murat(2) - KURTULMUS Yusuf(2)
(1)Hacettepe Universitesi, Bilgisayar Miihendisligi Baliimii, Ankara, TURKIYE
(2)Adnan Menderes Universitesi, Tip Fakiiltesi, Aydin, TURKIYE

Ozet:

Her yil binlerce testin calisildigi laboratuvarlarda maliyet azaltici konularda yapilan galismalar 6nem kazanmistir.
Laboratuvarlarda elde edilen dlgiim ve test verilerinin kalite 6lclitlerine uygunlugu, maliyet analizi ve ne sekilde
kullanilacagi arastirma konusudur. Rekabet ortaminin hizla arttigi ginimiizde isletmelerin ayakta durabilmek icin
yaptiklari en énemli arastirma kalemlerinden biri belirlenen kalite 6lgUtleri iginde kalarak maliyet dustiriicii unsurlarin
arttinlmasidir. Bu konu gelismis Ulkelerde gtincel bir arastirma konusu oldugu gibi tlkemiz kaynaklarinin verimli
kullaniimas! igin de énem tasimaktadir. Yurtdisinda ve yurtigindeki saglik otoritelerinin bu konuya verdikleri énem dikkate
deger dlglde artis gdstermistir.

Kalite maliyetlerinin 6lclimesine yonelik yapilan calismalar ve literatlir tarandiginda bes 6nemli yontemin kullanildigi
goriilmektedir. Bunlar; P-A-F (Prevention,Appraisal,Failure) veya Crosby Modeli, Opportunity Cost Model, Process Cost
Model ve ABC Modeli olarak sayilabilir. Galisma iginde yontemlerin giiglii ve zayif yonleri incelenmistir.

One striilen yeni yontemde, test siirecinin her adimi kalite standartlar agisindan degerlendirilirken ayni anda maliyet
analizi de yapiimaktadir. Veriler olusturulurken Westgard Kurallari ve Levey-Jennings tablolarindan faydalanilir. Sonuglar,
ilgili is akisi icin en verimli parametreler ve algoritmanin ortaya konulmasinda kullanilabilir. Bir geri bildirim denetimi ve
stire¢ kontrolii ile uygulanan algoritmanin maliyet ve zaman agisindan kazanimi ve kaliteye etkileri 6lgulebilir. Westgard
Kurallari ve Levey-Jennings tablolari olusturulurken kullanilan ortalama deger, standart sapma, farkli hata gelis
hesaplamalari, dlglime 6zel kurallarin hesaplanmasi ve akig algoritmasinda bilgisayar destekli ¢alismalardan
faydalanilarak uygun model gikarilir. Bdylece, multidisipliner yapi iginde bilisim sektdrintn imkanlari kullanilabilir.

“Sonuglar, beklenen/hedeflenen kalite élgiitlerine ulasmis midir?”, “Bu élgiitlere ulagirken ortaya ¢ikan maliyet ve
zaman kullanimi nedir?”, “Bunlar arasinda en verimli optimizasyon algoritmasi nasil kurulur?” sorulari arastirma
konusudur. Her yil binlerce testin yapildigi bir laboratuarda, test bazinda saniyeler veya kuruslar mertebesinde elde
edilecek kazanim genel toplamda kayda deger rakamlar olusturmaktadir. Arastirma sonucunda sadece tibbi laboratuvarlar
icin degil endustriyel laboratuvarlar iginde kullanilabilecek bir model sunulmaktadir.

Anahtar Kelimeler; Laboratuvar kalite yonetimi, Kalite-maliyet iliskisi, Westgard Kurallari Levey-Jennings tablolari, QC
Goklu kararlari.
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Akin TOSUNLAR, Vigasis,Cyber Security Specialist, Izmir, TURKEY

IMPORTANCE OF PRIVACY AMONG HEALTHCARE USERS
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Information Security and Patient Privacy : A Study From Fculty of Law Students’
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Asst.Prof. Taskin KILIC,Giimishane University,Faculty of Health Science ,Department of
Health Management, TURKEY

Electronic,Personal Health Record System E-Pulse to Patient Fortification and
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Ankara, TURKEY

Usage of Technology in Healthcare Sevices and Mobile Services

Seyyal HACIBEKIROGLU - Acibadem Health Group, Istanbul, TURKEY
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Serap YILMAZ, MemorialHealthGroup, Instructor,Health Management Science Specialist
, TURKEY

Information Security Awareness Current Situation Analysis :Public Institue Example
Erman KAYA, Ankara LocalHealth Authority-112 Consultant, Ankara, TURKEY

Asli AYIK, Ankara LocalHealth Authority-112 Consultant, Ankara, TURKEY
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Professionals

Emrullah INCESU, Konya Seydisehir State Hospital, Occupational Health Safety
Specialist, TURKEY
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Ahmet NALBANT,Hacettepe University, Department of Computer Engineering, TURKEY
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Prof. Dr. Prof. Dr. Seval Akgiin, Scientific Commitee Chair
H. Seval President, Health Academician Society, Turkey
AKGUN

Professor Akgun is a Professor of Public Health in St. John International University, Italy and
Baskent University School of Medicine, Turkey with more than 30 years of strong experience in
data management, statistical analyses, quality and accreditation in health care, patient safety and
epidemiological studies including the assessment of burden of diseases and health and nutritional
Chair status indices. She is also a quality expert and serving Baskent University as their Chief Quality
Officer for the 10 hospitals that belong to the University since 1997.. The variety of research topics
she has addressed with collaboration of several international technical supports demonstrates the
wide scope of her interests in public health and her commitment to a comprehensive and holistic
approach to health issues. She led a number of projects in the Middle East and Mediterranean
Region, Central and Eastern Europe including projects supported by World Bank, EU and WHO on
system reform and evaluation of alternative care delivery models and mechanisms, performance
assessment, hospital surveying, patient care outcomes assessment, migrant health, burden of
disease among many more such projects. She also accumulated considerable experience
performing system assessment, capacity building and performance measurements of a variety of
healthcare facilities in rural areas of Azerbaijan, Saudi Arabia, Abu Dhabi and several other Middle
East and Eastern European countries. She serves a number of European, Turkish and international
organizations as their advisor on healthcare reform and on system assessment and monitoring
and delivered a number of workshops and seminars on system development, data management,
and performance improvement to multiple health professional groups in Azerbaijan, India, Saudi
Arabia, Jordan, Kuwait, Germany and some other countries.
In her recent experience leading a country-wide project in Azerbaijan; Professor Akgun was able
to develop a country-wide accreditation and licensing system. Professor Akgun completed a
similar but much wider focus project for the Turkish Ministry of Health looking at the burden of
the top ten diseases on the economics of the healthcare system in the country in collaboration
with the WHO. As an international expert and heath service researcher, Professor Akgun has been
extremely active in the scientific presentation circles and has presented in excess of 200
presentations to a wide range of audiences world-wide. She is also a prolific writer and has to her
credit more than 250 scientific articles, 6 books in such topics as quality and accreditation in
health care, healthcare management, health system assessment and design, strategic planning
and data management.
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Commitee

Lawyer Law. Giirbiiz Yiiksel,
Gurbiiz Ministry of Health, General Directorate of Health Information System,
YUKSEL Legal Coordinator, Turkey
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University Faculty of Law Bachelor's Degree, Ankara Gevher Nesibe Health Education
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Mahmut Kaan Yiiksel

Ankara Chief Public Prosecutor’s Office

Cyber Crimes Investigation Office Public Prosecutor
Ankara, Turkey

I was born in 1969, Ankara.After | had graduated from Ankara University Faculty of Law in 1990 ,1
worked in Ankara as a lawyer for a while. | was candidate prosecutor in 1994 and after 2 years |
took office as prosecutor.

| worked as Public Prosecutor in various cities , in order of , Sirnak/idil, Kars/Sarikamis,
Edirne/Lalapasa, Edirne, Van and Ankara.

During my duty, | worked at Smuggling,Organized Crimes,In Charge of Jail Prosecution,Execution
Prosecution, Patent Prosecution,Children Crimes Prosecution ,Misdemeanor Actions Prosecution,
Forgery and Cheating Office and Cyber Crimes Office of Prosecution.| have been working at Cyber
Crimes Investigation Office in Ankara for last 2,5 years.

| participated so many workings like Strengthening to Cyber Crimes Fighting Capacity in Turkey by
Ministriy of Justice, Time Management for Judgement,Strengthening to Judicial Assistance Services
in Turkey,Cyber Crimes Fighting in Turkey and Freedom of Communication themed.

My wife is Military Judge,also | have a daughter who will study at Faculty of Medicine.

Asst.Prof. Dr. Ayca TARHAN,
Hacettepe University, Department of Computer Engineering ,
Ankara, TURKEY

Ayca Tarhan has been working as a researcher and practitioner in the area of software
engineering for fifteen years. She has experience in consulting model-based assessment and
improvement of software processes, and software process management. Her expertise areas
include software quality, software development methodologies, software measurement, business
processes, and process management. She has B.Sc. and M.Sc. in Computer Engineering, and Ph.D.
in Information Systems of Informatics Institute of Middle East Technical University. She worked as
a part-time lecturer in Software Management program of the Informatics Institute from 2002 to
2006. She was a visiting researcher from 2013 to 2015 in the Department of Industrial Engineering
and Innovation Sciences, Eindhoven University of Technology, The Netherlands, where she
worked on business process management maturity and its application to healthcare. She currently
works as an Assistant Professor in Computer Engineering Department of Hacettepe University. She
has supervised many graduate students in their M.Sc. and Ph.D. studies, outputs of which were
published in scientifically indexed conference proceedings and journals.

Asst. Prof. Dr Taskin KILIC,
Giimiishane University, Faculty of Health Science,
Department of Health Management, Giimiishane, TURKIYE

AKIN TOSUNLAR
Vigasis, Cyber Security Specialist,
izmir, TURKIYE

Living in Izmir , at age 32, Mr. Tosunlar has been interested in Information Technologies since
his childhood while also having a Civil Engineer M.SC.degree as a family tradition. He has
succeeded on several strategic IT Security projects both in Turkey and in global market for more
than 15 years. While servicing for special customers as the founder of VIGASIS Cyber Security
Team in IT market, he also voluntarily helped to some important projects of government and
NGOs. He is one of the specialists who developed the National Cyber Security Act. He is also
known by his publications of exploits he has found and developed. He has been invited to elite
IT events all around the World as keynote speaker. Mr. Tosunlar is the only Turkish IT expert
who has been invited to the biggest security event in World — ASIS as a speaker. Since today he
trained well known experts in IT security area but he still defines himself as a guy who focuses
on researching and learning every day.



1st International Congress On Health Informatics And Information Security

ORAL PDRESENTATION ABSTRACTS
Oct, 20, 2016 — Wednesday

HEALTH INFORMATION SECURITY and LEGISLATIVE
Conference 1 REGULATIONS RELATION TO PROTECTION OF

PERSONAL DATAS AND CYBER CRIMES

Chair

Law. Giirbiiz YUKSEL
T.R. Ministiry of Health, MinisterConsultant, SBSGM Law Coordinator
Ankara, TURKEY

SpeaRers

LEGAL ASPECTS OF PERSONEL HEALTH DATA SECURITY AND DATA PRIVACY

Law. Giirbiiz YUKSEL,
T.R. Ministiry of Health, MinisterConsultant, SBSGM Law Coordinator
Ankara, TURKEY

Abstract

The main theme of this study concerns the legal aspect of personal health data security and data privacy. Besides,
expected essential outcome is to raise awareness about that issue. This study will be presented in two parts; institutional
regulations, activities and awareness trainings pertaining to health information security and legal status in order to prevent
information security violations and cybercrimes constitute the first part and then second part includes legal regulations and
violation of right pertaining to protection of personal health data and data security.

Currently in practice, there are guidelines, directives and circulars about information security, but due to lack of law which
will support these regulations, they can not be efficient.

Information security, protection and privacy of data are involved as an element in legislation relevant to communication
and information sectors, even if these legislations do not directly aim these issues. In this context we will provide
information about:

Related provisions of Constitution of the Republic of Turkey and international conventions, Law No 5651 on Regulating
Broadcasting in the Internet and Fighting against Crimes Committed through Internet Broadcasting, Law No 5070 on
Electronic Signature, Law No 5809 on Electronic Communication, Health Services Fundamental Law No 3359, Law No
1219, Law No 4982 on the Right to Information, Decree Law No 663 on Structure and Duties of the Ministry of Health and
Affiliated Institutions, Turkish Penal Code, Law on the Protection of Personal Data and other ancillary regulations.

In the last part, pertaining to protection of personal data and violations of data privacy which appear in Turkish Penal Code
No 5327, “Crimes Against Private Life and Secrecy of Life”, “Cyber Crimes” and “Unlawfully Recording, Broadcasting and
Sharing of Personal Data” crimes and penal sanctions to be applied to these crimes (notably violation of personal health
data’s privacy) will be analyzed in consideration of Supreme Court decisions.

Keywords: Security, Information Security, Awareness
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CYBER CRIMES AND CURRENT APPLICATIONS

Mahmut Kaan YUKSEL,

Ankara Chief Public Prosecutor’s Office

Cyber Crimes Investigation Office Public Prosecutor
Ankara, TURKEY

SUMMARY

There will be informing about , as came in on Turkish Criminal Law ;
- Cyber Crimes (Clause 243-Crime of Trespass to Informatics System , Clause 244-Crimes for Data in
Informatics System ,Clause 245-Crimes for Bank and Credit Cards) and,
- Commited Crimes With Enabled Via Informatics System ,(Clause 142-Theft Crimes Via Informatics System
,Clause 158-Fraud Crimes Via Informatics System) in addition,
- Nowadays Commited Crimes With Informatics System(Clause 132- Violation of Confidentiality of
Communication, Clause 133- Eavesdropping and Recording of Conversations Between Persons, Clause 134-
Violation of Privacy, Clause 135- Recording of Personal Data, Clause 136- Unlawfully Data Obtaining-
Releasing, Clause 138- Crimes of Non-removing Data)
Like all of these general informings and the current supreme court applications through instance crime types.

HEALTH INFORMATION SECURITY AWARENESS TRAININGS ,
EcHlerelcae CURRENT ISSUES AND POSSIBLE THREATS OF HOSPITAL

Hall 1
: INFORMATION MANAGEMENT SYSTEMS

Chair.

Law. Giirbiiz YUKSEL

T.R. Ministiry of Health, MinisterConsultant,
SBSGM Law Coordinator

Ankara, TURKEY

SpeaRers

Issues of Hospital Information Management Systems in State Hospitals

Efe Serkan BOZ,

University of Health Sciences,

Haydarpasa Numune Training and Research Hospital ,
Deputy Chief Physician, Clinical Microbiology Specialist ,
istanbul, TURKEY
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EVALUATION OF QUESTIONNAIRES BEFORE AND AFTER INFORMATION SECURITY AWARENESS LECTURES

Karakaya, Dilek, Aydoddu, Filiz, Arslan, Emine
1 General Directorate of Health Information Systems, Ankara, Turkey

Abstract

With the recent and rapid improvements in science and technologies, the number of devices that connect to the internet has
increased and it has become easier to reach information. In parallel with these advancements, executing workflows and
operations, as well as storing and processing personal information on electronic media have increasingly been taken advantage of.
All these improvements, however, bring risks such as unauthorized access to personal information without the consent of the data
subject, illegal use of this information in a way to harass or harm the data subject, and violation of personal privacy. Hence,
progressing information technologies have made the concept of information security a need first, and then an obligation. This study
aims to demonstrate and advice how effective Information Security Awareness Lectures can be on personnel and what kind of
results they may give. Each organization should ensure information security for its own organizational interests and fulfill its
obligations to make protection of privacy of personal information a routine. In this regard, positive results obtained from
questionnaires on information security awareness lectures may serve as a model for the organizations.

1. PURPOSE

The purpose of this study is to develop a scale which will be used to measure information security awareness and to measure
the awareness of Ministry of Health personnel with this scale as far as information security and privacy of personal information are
concerned.
2. METHOD

In this study, questionnaires for 992 participants from 81 provinces were conducted in 10 sessions before and after the
information security awareness lectures. Questions were categorized under 2 groups in the five-level Likert item questionnaire. Set
1 was named Participation Scale and Set 2 was named Application Scale. These data sets were evaluated separately as “Pre
Lecture” and “Post Lecture”. Participant Scale consisted of 16 questions and 5 multiple choice answers for each question as
“strongly agree, agree, do not agree or disagree, disagree, strongly disagree”. Application Scale consisted of 10 questions and 5
multiple choice answers for each question as “always, most of the time, sometimes, rarely, never’. SPSS 22 program was used to
analyze the data gathered. Conclusions reached were interpreted with table values and graphics.
3. FINDINGS

According to the findings of the questionnaires which were conducted for 992 participants from 81 provinces in 10 sessions
before and after the information security awareness lectures: It was observed that the personnel did not answer the questions
consciously before the lectures; after the lectures, however, the level of awareness rose significantly, points of view changed
considerably, and the participants answered the questions more consciously. It was found out that the positive effect of the
lectures resulted in a significant change in the answers, which can be more clearly seen in the graphics showing the data obtained.
At the end of the questionnaire survey conducted, it was found out that the lectures attended by the participants had effects on
behavioral chances of the personnel such as Reaction/Satisfaction, Information/Learning, Attitude, Effect on Work Results. It was
detected that information security awareness lectures played an important role in making information security applications a part of
daily routine.
4. Conclusions

When the findings were examined, the main conclusion was that there were positive changes between the answers given to the
questions “password security, non-disclosure agreement should be signed with beneficiaries, security scanning should be done for
new personnel” before and after the lectures. Most of the participants stated that information security awareness lectures should
be given, and the support of the managers are crucial for practicing the information security guidelines. There were no changes in
the answers for questions “User passwords may not be shared with others, National codes for the protection of personal
information are insufficient, | log into my colleague’s account when necessary, Measures for information security will be
insufficient”. Most of the participants gave “always” and “most of the time” for the question “The antivirus program on my computer
is active”, however the answers for “| run security checks on my computer” were below the first average.

Key Words: Security, Information Security, Awareness Lectures



SpeaRers

Possible Cyber Attacks to a Health Institution , Damages and Data Theft

Akin TOSUNLAR,
Cyber Security Specialist ,
izmir, TURKEY

Itis a vital necessity for health service providers and the patients, to protect the IT systems form possible attacks from
outside or inside. The attackers may attack on purpose or randomly to these IT systems. During the health services
millions of medical and financial data are under process and these data has a significant importance. It is vital for health

institutions to ; ;

There are multiple and complex attacks to disrupt the sustainability and accessibility of the systems, to get data or to

Maintain sustainability ,
Provide privacy
Protect accessibility

Intervene the security issues on time and effectively

denial the services. These attacks mainly targets ;

Network infrastructure
Wireless infrastructure
Servers

Clients

Applications and software
Web Portals

Via using the vulnerabilities , the attacks aim ;

To block the system
Data Theft

Data Change

Or all above

The most common basic attacks are;

Brute Force

Social Engineering
Phishing

DDOS
Exploitations

Possible results of these attacks are ;

Inabilities of health services.

Data lost

Financial lost

Reputation damage

Risks for patient safety, medical errors
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Chair

Prof. Dr. Seval AKGUN,
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Patient Safety and Health Informatics

Prof. Dr. Seval AKGUN MD, PhD,

Director, Health Academician Society , Chief Quality Officer,
Baskent University Hospitals Network, Professor,

Baskent and St. John International University,
ITALY/TURKEY

Abstract

Instant access to information or information sharing concepts are the critical characteristics of information systems.
Management of healthcare institutions consist of extremely complicated processes and functions. Hospital services cannot
be successful if medical services and functional services does not reach desired level. Technologic support is important for
achieving success and it is aimed that to meet the expectations with the help of programs which are updated according to
needs. Since the individual computer system had been introduced to our daily lives in 1980s, the computerized health
information systems became the core element of health services, the diagnosis and treatment patterns has been changed,
the etiology of the diseases was understood better and the detailed data was started to be used in patient records and
health care services. Therefore it is understood clearly that these big data sets need to be coordinated and integrated into
the system very carefully. In this presentation the uses of health information systems to ensure the patient safety.



SpeaRers

INFORMATICS TECHNOLOGIES AND INFORMATION MANAGEMENT SYSTEMS FOR ENSURING AND
SUSTAINING INFORMATION SECURITY IN HEALTH SERVICES

Karakoc, Mehmet
Computer Sciences Research and Application Centre, University of Akdeniz
Antalya / Turkey

Objective

As in many areas, informatics-technologies are benefited in health, and various information-management-systems are
used for solving healthcare-problems and improving existing solutions. To this end, IT support is gotten and/or software-
based in-company solutions are developed. In this direction, health-informatics is brought information-security to the fore,
and becomes a considerable issue in all health-services processes. In this scope, it is required to take some precautions
in the operations regarding to authorizations/roles, data visibility, manipulation on data, displaying and processing
information, keeping and sharing records, data storage and archiving. Advances in data storage, data collection and
inference techniques have enabled the creation of huge databases including personal-data. Depending on this situation,
dissemination of information from these databases and creation of threat against individual-privacy have come into
question. Although it is formally kept secret, it has become mandatory to develop the algorithms to make medical-data
anonymous/unsigned. In order to limit disclosure-risk of personal-data to be retrieved for statistical and such purposes, this
data must be converted to anonymous-information. In this research, these aforementioned issues were addressed, a
program was developed to generate the processed-anonymous information from raw-signed data while taking patient-
security to account, and the results obtained were analyzed.

Method Health-informatics is an area including informatics-technologies from biomedical researches to alternative
medicine, dentistry to pharmaceutics, public health to physiotherapy and nursing to clinical. It is interested in resources-
tools-methods required for optimization of acquisition, storage, use and retrieval of health and biomedical information.
Exchange of health information in secure has major importance among parties and stakeholders such as customers,
suppliers, payers, quality-watchers and service-providers. This can be fulfilled via applying interdisciplinary design-
development-adaptation-implementation activites and computerized-systems to health-informatics. Furthermore,
computer sciences technologies can be utilized. Final-data must not contain explicit identifiers such as name for patient-
privacy protection in importing-exporting medical-data. Generalization, substitution, inserting and removing should be done
automatically on data without losing most details. In this research, a program to ensure anonymity on medical-data has
been developed. DataFly algorithm was implemented in Java based on k-anonymity method. Experimental work was
conducted by executing this program on the sample data prepared.

Results Computing-time, level-of-generalization and information-loss were examined for comparison. Results obtained
show the algorithm developed is successful in maintaining the balance between computing-time and information-loss with
the improvements done.

Conclusions Health-information-management is aimed with health-information-technology applied for healthcare.
Additionally, to make acquiring-analyzing-maintaining conventional-digital information of medicine practical is on the
carpet. Health-services information with the identities is a meta-data including some data regarding to patients, staff and
service-providers. Data is required the processing to ensure both security and medical faults' reduction. This corresponds
to sustainable-information-security consisting of planning-ensuring-maintaining information-security. By using health-
informatics-tools and generating high-quality information, patient-care operations can efficiently be accomplished. It is
thought that using the developed program may enable objective outcomes at increasing health-services' quality, ensuring
patient satisfaction and improving clinical outcomes.

Keywords Health Services Information Security Informatics Technologies Information Management Systems Health
Information Management Sustainable Information Security
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Chair

Asst. Prof. Ayca TARHAN,
Hacettepe University,

Department of Computer Engineering
Ankara, TURKEY

SpeaRers
SBA SOFTWARE DEVELOPMENT PROCESS MANAGEMENT
Asst. Prof, Ayca TARHAN,

Hacettepe University, Department of Computer Engineering
Ankara, TURKEY

Abstract

The seamless execution of healthcare processes and services is closely dependent on the quality of healthcare
infrastructure. One of the vital components of healthcare infrastructure is computer software. In a complex, dynamic, multi-
disciplinary and high-interactive domain such as healthcare, the principles obeyed and the processes applied in
understanding user needs and developing health information systems (HIS) by supplier firms have a dominant role in
determining the quality of the emerging software. In this talk, we will overview process models and standards
recommended to develop and maintain quality software and will discuss their possible adaptations to the healthcare
domain, from the viewpoints of acquirer organizations and supplier firms. In this context, Capability Maturity Model
Integration and ISO/IEC 15504 Process Assessment standard will be specifically mentioned for their methods to assure
software quality. We hope that the talk would be useful to create awareness about the means of system and software
process management that could be adapted for developing and maintaining the HIS projects.

SpeaRers
Comparison Studies Proposing Maturity Model To Recover And Evaluate Healthcare Service Processes

Mehmet SOYLEMEZ, TUBITAK- BILGEM - YTE, Software Technologies Research Institution, Ankara, TURKEY
Asst.Prof. Ayca TARHAN, Hacettepe University, Department of Computer Engineering , TURKEY

Abstract

Healthcare is one of the most challenging business domains where hospitals provide high-risk services to patients every
day. Service quality has direct impact on related costs and reputation of hospital. Establishing process thinking and
achieving effective process management is vital to continually improve service quality in such a complex, knowledge-
intensive, dynamic, and multidisciplinary environment. Process assessment enables to identify strengths and weaknesses
of selected processes in a specific domain typically by referencing process maturity/capability frameworks. Assessment
findings are usually transformed into action-items for process improvement. However, establishing process thinking and
effective process management is increasingly demanded but not an easy task to accomplish. In this study, we investigate
the maturity/capability frameworks that are proposed or used for assessing and improving the healthcare processes. The
results of comparison indicate that majority of the frameworks newly proposed in healthcare settings is lacking basic,
descriptive, or prescriptive design properties. We hope that our findings would be useful in managing new developments
and adaptations of maturity/capability frameworks in healthcare domain.

Keywords ; healthcare, healthcare process, process maturity, process assessment, process improvement, maturity
model, design criteria, comparison.
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Abstract;

Electronic medical records in hospitals despite all health care workers start to use seems particularly heavily used by
nurses. Because our country as descriptive enough research done in this area in this study, nurses' opinions on the
electronic medical record; use, quality and user satisfaction will be examined in the context of three separate factors. The
purpose of the study, nurses working in hospitals, clinics, opinion on the use of electronic medical records in the hospital
they use their own work, is to make an assessment in terms of quality and user satisfaction. Also use in research, quality
and the user will be explained in the absence of a significant relationship between satisfaction dimensions.

The aim of this research study is to evaluate nurses’, who work in inpatient wards of the hospitals, opinions about the
electronic medical records which belong to their hospitals in terms of use, quality and user satisfaction. It is also aimed to
explain whether there is a meaningful relationship among these variables. Method: The study is cross-sectional nature,
socio- demographic data and nurses' use of electronic medical records , including the quality and user satisfaction survey
was created. The participants of this research study were the nurses who work in inpatient wards of Harran University
Research and Application Hospital and private Edessa Hospital. In this study, the participants were not selected because it
was aimed to reach all nurses who work at these hospitals. The questionnaires were applied to 93 nurses out of 115.

At the end of the research, it was determined that the level of nurses’ use of electronic medical records was 3,59/5 and the
mean score of the quality of electronic medical records was 3,59/5 while the score was 3,23/5 in terms of user satisfaction.
It was determined that there was no difference between nurses according to their education level in terms of the use,
quality and user satisfaction of electronic medical records. However, there is a statistical difference with regards to age.

In this research, it is studied the opinions of the nurses working in harran university medical faculty hospital and the private
Edessa hospital clinics located in the city center ?anl?urfa “the quality of electronics medical recording use and the user
satisfaction”. For this reason, our research is not possible to generalize to Turkey. Make comparisons in terms of the work
done before this research can be useful for this one, and then they will work on this subject.

Keywords: Hospital information system, electronic medical records, nurses.
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EXPLICIT CONSENT ON PROTECTION OF PERSONAL HEALTH RECORDS

BERKTAS, Ahmet Esad,
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Abstract: According to Article 20 of Turkish Constitution, processing of personal data shall be lawful only if data subject's
explicit consent is obtained or there is one of the exceptions provided by the laws. A similar provision may be seen on the
Law No. 6698 on Protection of Personal Data. The Law defines special categories of personal data as data which reveal a
data subject’s sensitive data such as personal health records. Further conditions and appropriate safeguards have been
adopted for the processing of special categories of personal data. According to Article 6 (2), processing of special
categories of personal data shall be prohibited without data subject's explicit consent. Thus, significance of the term
“explicit consent” is critical. There is no consensus over the definition and scope of the term “explicit consent” regarding
protection of personal data law in Turkey. Without clarifying the definition, scope and elements of the term “explicit
consent”, it may not be possible to evaluate cases whether processing of personal health data is legal or not. For instance,
what would be sufficient in order to store personal health records of the people visited health-care facilities on Health
Information and Management Systems (HIMS) and transfer them to Saglik.Net Online central health data system? Oral
declaration, written statement or ticking a box on an electronic system? At this point, a consensus over the interpretation of
this term needs to be reached. Judicial systems that have an experience about 50 years on protection of personal data law
construe explicit consent as the informed consent with no required written statement. Consequently, informed consent
explicitly and freely given by the data subject, without considering it's form, could meet requirements provided by Turkish
Constitution and Law.

Aim: In Turkey, there is no consensus over the definition and scope of the term “explicit consent” regarding the protection
of personal data law. This study aims to clarify the interpretation of the term explicit consent. It also aims to help the cases
to be evaluated more accurately where there is ambiguity whether processing of personal health data is legal or not.
Method: Protection of Personal Data Law of Turkey has been prepared in the light of Directive 95/46/EC of the European
Parliament and of the Council. It is considered that analyzing the interpretation of the term “explicit consent” on Directive
might be constitutive for Turkish law. Thus, European Union law regarding this topic has been reviewed.

Findings: The Article 29 Data Protection Working Party was set up under the Directive 95/46/EC of the European
Parliament and of the Council on 24 October 1995 on the protection of individuals with regard to the processing of
personal data. It is stated on the Report published by Article 29 Working Party with regard to definition of consent that in
the early versions of draft Directive, “written consent” was preferred but it was replaced with “explicit consent” on the final
draft. Report also points out that explicit consent is informed consent given by data subject without a formal form.
Conclusion: Explicit consent regarding protection of personal data law does not mean written consent; instead, it is
informed consent given by data subject whether it is in written or oral form. It is considered that this practice should be
followed by Turkey.

Keywords: Protection of personal data, health records, explicit consent.
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IT departments of public institutions which has millions of staff, thousands of different service points, integrated systems
works hard to maintain sustainability of the systems and to develop new systems on them. But the world changes, new
attacks occurs and it is getting harder ever day for IT staff to run the system online. The main reasons of the vulnerabilities
that these systems may have are ;

Lack of updates

Misconfiguration of the systems

Wrong decisions while choosing the vendors or systems
Random attacks

Attacks on target

Staff (the weakest chain )

AN N N NN

To be able to prevent those attacks or to maintain a safe zone, there are several different ways and solutions for each of
the causes above. Also these solutions differ from customer to customer.

For a safer IT management , we may have main steps as ;

1.  RISKANALYZE & PENETRATION TESTS
-Detailed Investigation
- Detect vulnerabilities
- Detect threat
- Evaluate the attacks .
2. SECUIRTY DESIGN
-Basics
-Specify the system sources which will be protected
-Specify the threats
- Decide on security measures and plans
- Decide on security strategy
3. APPLICATION
-Realization
-Apply the decided strategies
4.  STABILITY
-Maintain sustainability on each steps
-24 | 7 Monitoring
-Tests
-Early Warning Systems
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ABSTRACT

Aim: The aim of this study is to evaluate the effects of information and communication technology on privacy and
information security in healthcare from the law students’ perspective.

Materials and Methods: Population on this research is 3rd and 4rd grade students in faculties of law in Turkey. Since
researchers live in Istanbul and a faculty of law in this city has the ability to represent for others in Turkey for information
security and patient privacy, a faculty of law in Istanbul was selected for the study. In this cross-sectional study, 235 law
students who were in 3rd and 4rd grade in Faculty of Law, Marmara University (F/M:136/99, meanage: 21,9 + 2.21 year)
were included.

Data were collected by a questionnaire regarding 18 items that were sociodemographic characteristics (n=3), opinions
about information security and patient privacy (n=15) in healthcare. 9 items were scored by 5-point Likert scale and others
were coded as “yes” or “no”.

Results: Majority of the study group agreed that “creating treatment plans by physicians (82.1%)” and “doing consultations
between physcians (91.5%)” were easy by using information and communication technology in healthcare. Almost half of
the group thought that patients (57%) and patients’ relatives (59,6%) don't have enough information about “patient privacy
rights” in the healthcare. Although 88.9% of the group reported that they want to access their health data by using E-Nabiz
application, only 41.3% agreed that information security and patient privacy are not affected negatively by using mobile
technology in healthcare.

Conclusion: Majority of the group thought that information and communication technologies should be used in healthcare.
In contrast, complete consensus about the effects of these technologies on information security and patient privacy, was
not observed in the group.

Keywords security of information, patient privacy, information and communication technology
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Abstract:

Personal data means any information relating to an identified or identifiable natural person; data subject means an
identifiable person, directly or indirectly; data controller means the natural or legal person, public authority, agency or any
other body which alone or jointly with others determines the purposes and means of processing of personal data; data
processor means a natural or legal person, public authority, agency or any other body which processes personal data on
behalf of the controller. Others, in terms of processing of personal data, are named as third parties. The right to demand
protection of personal data is one of the fundamental rights and it is guaranteed under Article 20 of the Constitution.
According to Article 20, all have the right to demand protection of their personal data. Processing of personal data shall be
lawful only if data subject’s explicit consent is obtained or there is one of the exceptions provided by the laws. In practice, it
is observed that non-interventional clinical trials can be conducted with personal health records which are not anonymised
and without patients’ explicit consent. Although Article 28 of the Protection of Personal Data Law regulates that law
enforcements shall not be applied to the personal data used for scientific purposes; processing personal health data
without the consent of data subject is not in compliance with laws, applicable legislation and international conventions,
Constitution and Regulation of Patient Rights. Especially, there is a provision in the Article 23 of Regulation of Patient
Rights that states the identity information of the patient cannot be made public without explicit consent of the patient even
in the research and educational activities. Consequently, it is necessary to obtain the explicit consent of related people in
order to transfer health records that is not cleared from personal qualities to third parties in non-interventional clinical trials.

Purpose: It is observed that in the process of obtaining personal health records which are going to be used in non-
interventional clinical trials, regulations and patient privacy are violated and data controllers are not in sufficient awareness
level at this point. The purpose of this study is to help clarify and legalise this process.

Method: Observational study was conducted in multiple institutions located in different parts of Turkey, whose
procedures are different from each other, in accordance with applicable legislation in order to detect whether personal
qualities of the health data requested by a third party who applied to a competent authority in order to make retrospective
research are cleared or anonymized when they are fransferred to a third party by the data controller. Regulatory
compliance of the followed applications are examined.

Findings: In practice, it was observed that health records requested in order to conduct non-interventional clinical trial
were transferred to the third parties without clearing them from personal qualities based on some reasons with no legal
basis.

Conclusion: In accordance with applicable legislation, in case personal health records are requested to be used in
non-interventional clinical trial, it is necessary to obtain explicit consent of related people by the data controller. If the
consent of related people is not obtained, it is not legal to transfer personal health records to third parties by the data
controller. Data controller who transfers personal health records to a third party without the explicit consent of the data
subject has legal, administrative and criminal liability, and the data controller may face serious sanctions.

Keywords: Protection of personal data, non-interventional clinical trials, patient privacy, health records, explicit
consent.
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Mobile Health (nHEALTH); “From Hospital To Phone”
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PURPOSE: According to the World Health Organization, while there are 5 billion cell phone users (WHO, 2016), 3 billion 419
million active internet users (dijitalajanslar.com). As number of telephone and internet users has majority position today, why not
health service could be provided to community through telephone and internet or why not health data exchange could be made?
The institutions who may say “yes” to this question have already started to use mobile communication tools such as smart phone,
tablet, messaging service and web page in health services. These applications are referred as “Mobil Health (mHealth)".

mHealth is provision of health service, transmission of health-related data and establishing long-distance communication on health
by means of smart telephone, web pages, messaging services, tablets and wireless mobile devices and applications. Provision of
diagnosis and treatment service to patients over a smart telephone software, conducting health tests in an online platform,
development of games and software for treatment of diseases through computers could be given as examples of mHealth
applications (Kilig, 2016). Within the scope of the present study, the best mHealth practices from Turkey and the world will be
considered.

METHOD: Qualitative research techniques (interview and content analysis) were harnessed in the analysis. In this regard,
research data was obtained through the interview conducted with the adrenal.eu coordinator, Johan G. Beun, concerning the
system plus content analysis conducted on the web sites with mHealth applications.

FINDINGS: Within the scope of the study, it was determined that some mHealth tools were employed in provision of health
service. Some of these applications were summarized below:

Myskinpal: The software compatible with smart phones and developed to diagnose dermatoses (www.myskinpal.com).
Adrenals.eu: “BijinierNET is a NPO web portal established in Holland for adrenal gland patients, care givers, and health workers,
which provides information and products in online platform. “Adrenals.eu” is a free application utilized in diagnosis, treatment and
follow-up of the Addison’s disease through web site, smart phone applications, Youtube videos, animations, information cards and
crisis sets across Holland and the EU countries (www.adrenals.eu).

Mobil First-aid Applications: Mobile First-Aid Application established by the Anadolu Health Center provides the necessary first-
aid procedures in regard to various cases such as Epilepsy, Poisoning, Tick Bite and Injury (www.anadolusaglik.org).
“e-Diyetisyen Application”: In 2008, the web site was established by nutritionists, Serkan Tutar and Gizem Seber, for online
nutrition consultancy about diet and offers numbers of applications in online environment (www.e-diyetisyen.com).

“Health Metre”: This device developed by Turkcell for mHealth applications so that it could receive some data from chronic
patients (blood pressure, pulse, etc.) to transmit first to the phone wirelessly and then to the relevant health institution
(www.turkcell.com.tr).

Online Physician Visit: This is the popular mobile application called “Amwell” developed in the U.S. and frequently used to
visually communicate with doctor to have an advice (www.amwell.com).

RESULT: It was observed that health institutions and personal health service providers utilize from mHealth tools for providing
information, data transmission, diagnosis and treatment. IT was observed that owing to mHealth tools, patients could have 7/24
access to health services without spatial and temporal limitation; and that number of hospital appeals in the relevant countries
have decreased.
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ABSTRACT

SUMMARY: Information security and privacy of e-Nabiz, Turkey’s personal health record system, is as important as the
healthcare services and treatment protocols. Hence, system infrastructure is built by encrypted information and a secure
communication channel through which service providers and receivers communicate.

PURPOSE: The purpose of this assertion is to assess e-Nabiz personal health record system from the standpoint of
patient empowerment and information security.

Although information and communication technologies were made use of to meet organizational needs in healthcare
sector in the world, changes have been experienced in offers and demands owing to the information and communication
technologies that have developed especially in the last decade. The base of healthcare services consist of not only access
to treatment and treatment options but also the applications and infrastructures that ease the access and empower the
patient. With this new trend, patient empowerment and locating the patient in the center of the treatment protocol so that
they can control their own health have been as important as diagnosis and treatment procedures.

World Health Organization[1]defines patient empowerment as a process through which people gain greater control over
decisions and actions affecting their health. The first steps of empowering individuals for self health management are
enable them to access their past health information, to give ability to manage this information, and to realize easy follow-
up of health status.

Considering the quality and quantity of health information today, to give individuals access to big data is only possible by
information and communication technologies. E-Nabiz personal health record system is an electronic health record system
given to the use of citizens of Turkey by Ministry of Health, which works in an integrated structure with the information
systems of all healthcare facilities of the Ministry. All citizens may access their health information including healthcare
facility visits, prescription information, medical reports, diagnoses, tests, images, marrow donation, blood and organ
donation, allergies, medical appointments from desktop and mobile devices 24/7. They can automatically transfer data
wirelessly from wearable and mobile health devices. They can also share all or some of their health information with their
doctor(s) and/or relatives with certain rules.

The fact that e-Nabiz system is working in an integrated structure with the information systems of all healthcare facilities of
Ministry of Health of Turkey, the volume of ever-growing health information, and the high number of functionalities which
can be used by the end user bring to mind the issue of system security and privacy of personal information.

As the applications which are developed for realizing information safety and privacy should be as much sustainable as the
systems themselves, the highest security measures are being used in e-Nabiz system. Data is administered dynamically
by Private Cloud, and the system works tolerable to errors, attacks, and disasters. Moreover, all data in e-Nabiz are stored
after being encrypted and may only be reached by the citizens, who can access the system with e-Government password,
e-signature or mobile signature. Sharing of information also necessitates the consent of the individuals. Unless there is
one’s consent, no information may be shared with any relative or healthcare professional.

CONCLUSION: The safety of the big data in e-Nabiz is possible by authorization infrastructure and encrypting personal
information with symmetrical algorithms. Information security which is achieved by these mechanisms directly contributes
to the sustainability of patient empowerment process in Turkey.

[1]Health promotion glossary. Geneva: World Health Organization; 1998.

Keywords Health informatics, electronic health record, information security, patient empowerment.
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Abstract

In health sector, the use of electronics, information and communication technologies affect various factors such as quality
of service, efficiency, patient and employee satisfaction directly.

In this study, it's aimed to observe the efficiency effects of the softwares used in Administrative Office and Command and
Control Center (CCC) and Ambulance Service Stations of Pre-hospital Emergency Service of Ankara Province on
business process and outputs by interaction between each other.

This study is conducted by examining the softwares used by Pre-hospital Emergency Service of Ankara named ASOS,
ARMAKOM and ASELSAN 112 ACM.

It is observed that the examined computer softwares contributed to the business processes by increasing the efficiency.
For example; both location of ambulance service seeker is obtained and overtime wages are calculated automatically.

However, existing benefit will be increased by improving the negative effects of using more than one software (e.g. when
one of the softwares slows down the speed of the other softwares becomes unimportant).

Keywords: Pre-hospital Emergency Service, Software, Multiple Technologies
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ABSTRACT ;

Process mining as applied in different industrial settings is considered as an effective technique for business processes
management. In the healthcare domain, there are few applications of this technique to support process improvement. In
the preparation stage of this study, a systematic mapping [1] of related literature was performed. Three out of 50 studies
reported quantitative benefits of using process mining technique for healthcare process improvement were evaluated
according to their general characteristics.

PURPOSE ; Being heavily human-oriented and knowledge-intensive, healthcare processes deliver high-risk services to a
considerable number of patients every day. Therefore, business process improvement and clinical guidelines together with
people issues as significant ingredients are key research topics in the healthcare domain. Process Mining has become a
popular technique for business process management in the last decade [2]. It has been applied in various domains
including healthcare for discovery, verification, and enhancement of business processes based on event logs. In the
healthcare domain, there are applications targeted at evaluation of clinical pathways, healthcare processes, or information
systems that support them. However, only few of them report results on quantitative benefits or performance
improvements from the applications. In this study, therefore, we aimed to provide an overview on reported benefits of
using process mining for healthcare processes, and more specifically for clinical pathways, from process improvement
point of view.

METHOD : Related papers which was found in literature were analyzed in terms of research facet, contribution facet,
types of process mining activities, source of clinical data, using process mining techniques for analyzing clinical data and
reported benefits.

FINDINGS : When we investigate the studies which reported process improvement: First study [3] after defining outpatient
clinical processes with Flowchart, Delta Analysis process mining technique was applied and matching rate was calculated
as %89 and the results of simulations were used to improve. In second study [4], Trauma resuscitation clinical pathways
were defined with BPMN and they showed as quantitative that some activities provide the improvement after they applied
Trace Alignment. In last study [5], the clinical pathways of urology department, after analyzing with Declare Checker by
defining process with Declare Model, all identified discrepancies were taken into consideration to improve process model.
RESULTS : Process Mining techniques are able to be efficient to clinical and healthcare process improvement. It seems
the community is in need of studies that include validation research and that quantitatively reveal the positive effects of
using process techniques for healthcare process improvement.

Anahtar Kelimeler; Clinical Pathways Analysis, Healthcare Process Improvement, Process Mining
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Abstract

This study includes the prevalence of the operating systems used today, why these common systems are preferred and
how much Linux operatig System is known. It contains an explanation of the operating system based on a simple
modelling. Examining the areas of use of Linux OS in public institutions and organizations, it also aims to determine why it
is not used widely and to reveal the reasons for its not being preferred. This study may be a model for Public Institutions
and Organisations which want to use Linux Operating System.

Speakers

HEALTH INFORMATION SECURITY AND HACKING MEDICAL DEVICES

Law. Giirbiiz YUKSEL,
T.R. Ministiry of Health,
Minister Consultant, SBSGM Law Coordinator, Ankara, TURKEY

Abstract

Expected benefit of this research is to raise awareness for the security/hacking of medical devices that is a subtopic of
information security. Main outcome is to ensure that the directors/managers of health institutes that these devices will be
used, and companies that related to such devices will take precautions against possible attacks.

Hacking of medical devices is a relatively new research area and our research will briefly explain the possible
consequences of hacking of medical devices with examples from all around the world and local pilot studies.

There is no such a scientific research that focuses on hacking of medical devices in Turkey. Any legal regulations related
remotely to that subject is absent as is there is no legal regulation about that subject specifically. Although there is a legal
regulation prepared and used by Ministry of Health that titled as “Medical Device Directive” is focuses on classifying,
manufacturing, marketing, putting into service and monitoring of medical devices; any regulations related or mentioning to
hacking of medical devices is absent in that document. That regulation will be mentioned briefly in our research too.

Keywords: Safety, Medical Devices, Hacking, Awareness
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Abstract

Enhancing consciousness and awareness related to “Information security” is important for carrying out institutional
activities expediently and seamlessly.

It is aimed in this study to find out whether education level and individual characteristics of the personnel who work in
Administrative Office and Command and Control Center (CCC) of Pre-hospital Emergency Service of Ankara is correlated
with their awareness of “information security” and awareness score of these personnel is calculated.

This research is performed by using the “information security survey” created by the General Directorate of Health
Information Systems of Ministry of Health.

Universe of this research consists of 250 personnel of Administrative Office and CCC of Pre-hospital Emergency Service
of Ankara; personnel who were off-duty between 25 August 2016 and 30 August 2016 due to annual leave and sickness
certificate were not subjected to survey (25 surveys have not been evaluated due to lack of data).Parametric analysis was
performed after determining that the data shows homogeneity.

Average score on “information security” awareness is at good level. There is no significant difference between “Gender,
age, education level, job title, the term of office” variables and information security total average score. But there is
statistically significant difference between individuals who have had education on "information security” or “internet
security” fields and those who haven't had this education (t (139) =-3.362, p<0,001). Average score of individuals who
have had education is higher than those who haven't had this education. It's determined that the most important factor that
affects the information security awareness is “information security education”

Keywords: Information Security, Information Security Education, Awareness of Information Security
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INFORMATION SECURITY AWARENESS IN HEALTH SERVICES: A STUDY ON HEALTH WORKERS

Emrullah INCESU,
Konya Seydisehir State Hospital, L
Occupational Health Safety Specialist, Konya, TURKIYE

Abstract

Technology, knowledge and information has to have competition very quickly and need to use the scroll is considered to
be the most important factor in the survival of both individual and kurusal level. This is so important that information
storage, sharing, transfer, Sagal the needs of its accessibility and integrity is protected in case of serious importance to
supply, to ensure they are not sufficient to take only the technical aspects of measures. Protection of knowledge and the
human factor is the weakest factor in ensuring the security should be addressed to be ignored. Therefore, ensuring the
safety of workers in the information that is important difference. In this study, Konya Seydisehir State Hospital (SDH)
information for health professionals to identify and evaluate their awareness on security aimed.

Konya work was carried out on 100 health professionals working in SDH. Data Montenegro (2015) were collected with the
help of information security survey developed by. Cronbach's alpha = a survey found the number as 0,966. Confirmatory
factor analysis for construct validity of the questionnaire was set. The obtained data in SPSS 16.0 statistical software
package, descriptive statistical methods (frequency, mean, standard deviation) for comparison, as well as categorical
variables, Independent Samples Test (independent t-test) and were analyzed by subjecting the Kruskal-Wallis test.
Results at 95% confidence interval and the p <0.05 level were evaluated. general information security awareness of the
health workers who participated in the study 86.7% (mean = 4.33 £ 0.66), respectively. Moreover, the participants of the
training information security status was a significant difference statistically significant between awareness (p <0.05).
Working SDH employees they have enough information security awareness, knowledge of employee safety, which vary
depending on the education level of awareness, however proved to have a significant impact on the awareness of
information security and other demographic variables.

Keywords Health Care, Information Security, Awareness, Information Security Awareness in Healthcare
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Future Perspective in Health: Will Hospitals be There in 2030?

Kilig, Tagkin., Bostan, Sedat.
Gilimishane University, Healthcare Management Department, Glimiishane / TURKEY

PURPOSE: As introduction of information and communication technologies into our lives, we are now able to number of services online
such as flight ticket, food order, shopping, education, banking and mental therapy. When focal point of this research, the health systems,
are taken into consideration, it could be observed that technological applications such as “e-Health, tele-medicine, mobile health, digital
hospitals, robotic health” are harnessed at all steps of health sector in developed countries. Similar to other sectors, utilization of
technological devices in health area has evolved structure, way of provision and domain of given services. On the other hand, such
applications allowed provision of tailored health service; and introduced additional benefits such as reductions in associated costs and
patient wait list. For instance in Holland with one of the best Health and eHealth systems in the world, 50% of patients with mental disease
could be diagnosed and treated by means of the ‘“tele-medical method (video conference)’; and remarkable improvements have been
acquired in this major in terms of patient waiting, hospitalization period and health expenditures (Kilig,2016). In this scope, the present study
will scrutinize future possible changes (hospital buildings, etc.) that could take place in the industry by considering the next 15 years of
hospitals providing health service together with a proposition developed.

METHOD: In the light of current technological advancements experienced in the health sector, a proposition was developed about the future
of the health sector. In this scope, Dutch health system, which casts of a good example of e-Health was investigated and the proposition
was discussed.

FINDINGS and DISCUSSION : Proposition: Will today’s hospital buildings will be there in the place in 20307

Upon introduction of information technologies to our daily life, we gained access into the number of services through online. According to
the development pace of the information technologies, usage of technology in our daily life and introduction of technological devices into our
lives will be intensified by 2030. On the basis of these developments, individuals my pay much less visit to the hospitals for operations such
as blood test, respiration test, EKG, ultrasound, internal medicine examinations, check-up, patient monitoring, prescription, diet,
physiotherapy and injection etc. (except the situations like surgical interventions which requires sterilized environments). Majority of these
services could be provided at home environment by means of mobile devices or family physicians or local clinics. For example, as of 2016,
proportion of transferred patients to the second and third level health institutions is only 4% (www.esahed.org.tr) in Holland which uses e-
Health system actively. On the other hand, some hospitals offer online services in digital environment (non-paper based). If aforesaid
developments are considered, there will be no need to have giant hospitals with numerous bed capacity by 2030; instead, e-Health
applications such as mobile health applications, homecare services and online treatment; there will be more diversified services.
Accordingly, with regard to the places called “Healing houses” in the Seljukian and Ottoman Empire periods and which have been present in
the daily life along the history (where treatment is given by means of music and water besides regular medical treatment), which are called
“Hospital” in our contemporary world, it is possible to state confidently that their buildings will not be erased totally from our life by 2030.
However, most frequently used health services in Holland such as e-Mental Therapy, e-dermatology and healthcare at home, patients could
visually communicate with physicians and receive treatment.

RESULT: Hospital buildings in 2030 are expected to be smaller in terms of physical structure and number of bed, but equipped with digital
technology and e-Health system and high tech which provide diverse, long distance services through an appropriate network (home and
mobile devices).

References: Kilig, T. (2016). e-Health ve Teletip, AZ Kitap, Istanbul.

www.esahed.org.tr/icerik/90/hollandada-aile-hekimligi-uygulamasi. 20.09.2016
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A RESEARCH ON OPTIMIZATION OF QUALITY-COST MEASUREMENTS IN LABORATORIES;
ONLINE COST MODELLING.
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(1) Hacettepe University, Department of Computer Engineering, Ankara, TURKEY
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Abstract

The issue of cost reducing in laboratory studies has gained a lot of significance considering the thousands of tests done
each year. The research focuses on whether the data obtained in laboratories are eligible when quality criteria is
considered, cost analysis of these tests and how the data obtained from these tests will be used. Today, most of the
companies aim to reduce their costs within the specified quality criteria in order not to lose money and to stand out in such
a competitive business environment. While this issue is a current research subject in developed countries, it also carries
importance for our country considering the efficient use of resources. Thus, the subject has attracted the attention of both
international and domestic authorities in health sector and it has gained a lot of significance.

There are 5 important methods used to measure the quality costs. These are P-A-F (Prevention, Appraisal, Failure),
Crosby Model, Opportunity Cost Model, Process Cost Model and ABC Model. This research paper examines the strengths
and weaknesses of these methods.

The new method that is put forward by this research, assesses every step of the test process in terms of quality standards
as well as doing the cost analysis. Westgard Rules and Levey-Jennings Tables are used while creating the data. The
results can be used to set out the most efficient parameters and algorithms for the related workflow. An algorithm’s, which
includes a feedback management system and process control, effects to quality and cost-time gain can be measured.
While forming the Levey-Jennings Tables and the Westgard Rules; mean value, standard deviation, calculation of specific
rules of the measurement and flow measurement algorithm utilizing computer-aided studies are used to obtain the
appropriate model. Thus, opportunities of IT sector can be used in multidisciplinary structure.

The research questions are; “Have the results reached the expected/aimed quality criteria?”, “What are the use of cost and
use of time while accessing these results?” and lastly “How can the most efficient optimization algorithm be used?” In a
laboratory, where thousands of tests are done each year, the amount of reduced cost and time per test add up to a very
significant general value. The results of the research presents a model that can be used for both medical and industrial
laboratories.

Key words: Quality measurement, quality cost relation, quality cost optimization.
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